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IT Essentials 5.0
10.3.1.8 Lab - Configurando o Firewall do Windows 7

Imprima e preencha este laboratério.
Neste laboratério, vocé ird explorar o Firewall do Windows 7 e definir algumas configuragdes avangadas.
Equipamento Recomendado

e Dois computadores diretamente conectados ou através de um hub ou switch

e Windows 7 instalado em ambos os computadores

e Os Computadores estdo no mesmo grupo de trabalho e compartilham a mesma mascara de sub-rede

Passo 1
Para o computador 1, botdo direito do mouse na area de trabalho, selecione Novo > Pasta.

View >
Sert by »
Refresh

Paste

Paste shortcut

New »|| 0 Folder
B8 Screen resolution 1B | Sharkeii
@ Gadgets |&| Bitmap image
B Personalize Contact

Journal Document
WinRAR archive
Rich Text Document

Text Document
WinRAR ZIP archive

Briefcase

© i [ i

Nomeie a pasta para Cisco.

Botéo direito do mouse sobre a pasta Cisco em seguida, selecione Propriedades > aba Compartilhamento >
Compartilhamento Avangado.

A janela "Compartilhamento Avancado" sera aberta.
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Compartilhe a pasta, use o nome padrao Cisco.

Do computador 2 Clique em Iniciar > Painel de Controle > Central de Rede e Compartilhamento > icone

Rede.

Clique duas vezes em Computador 1.

o7

& Homegroup

L

XP Folder

Share

" —

&\ =™ » Network » JOHN-PC » v [ 42 ||| Search jonr o]
File© Edit View Tools Help
Organize » Netwerk and Sharing Center View remote printers s= « [ l@'
- Libraries » : rCISCC_} %
= ¢ Share
|| Documents 3 -
o' Music . 7
AL F #45 Shared Printer
k| Pictures ~TAS
_- A -
B Videos

Vocé pode ver a pasta compartilhada Cisco?

Nota: Se vocé respondeu néo, solicite ajuda ao seu instrutor.

Feche a janela Rede.

Nota: Use o computador 1 para o resto do laboratério, a menos que seja solicitado pelo instrutor.
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Passo 2

Navegue para o Firewall do Windows 7:

Clique em Iniciar > Painel de Controle > Firewall do Windows.

Allowe 2 program or feature
through Windows Firewall

Change nctfication settings

Tum Windcws Firewad on cof
ot

Restore defaults

SE S

Advanced settings

Troubleshoot my network

Action Center

Network and Shanng Centar

Windows Freaall con help prevent hackers or malicious software from gmning access to your
computer threugh the Intemet or 2 netwark

Mow does 2 firemall help prctect my compuser

l 0 Home or work [private) networks Cannected

Natnorks ot home of work where you know snd rust the pecpie and devices on the network

Windows Firewall state: On

Incoening cennecticns Block all connactions to programs that arne not
on the ¥t of sfowed progrems
",

Active home or work (povete) networks T BlackBem

Notification siate Notify me when Windows Firenall Blocks & nes

program

l & Public networks Not Connected

ol & |’
@‘\_/" 0“ vitemn and Secunity ». Wandows Firewall . 4 Fo)
Fla Ede View Toch Hep
Centrel Panel Home >
Help protect your computer with Windows Firewall

~

v

O indicador de Firewall mostra o status do firewall. A configuracdo normal é "Ativado".

No espacgoabaixo, indique os beneficios do Firewall do Windows.
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Passo 3

Cligue em Permitir um programa ou recurso pelo Firewall do Windows.

@v'? e Systern and Secusity
e Eoe View Toch Hep
Control Pans! Home

Aug«. 2 progrim or !u!!"‘

; indows
W Change netification mhng

W Turn Windows Firewsl on o
off

# FRestore defaults
& Advanced sattings

» Windows Firewell v 4yl | Fearch Contred Panvel 2l

Help protect your computer with Windows Firewall

Windows Freaall can help prevent hackers or mabicious scftware from gaming access to your
computer threugh the Intamet e » network
How does 2 fieanall halp protact my computer!

What are netwock tocations?
. ° Home or work (private) networks Connected &

Netaorks at home or work where you know and trust the pecple and devices on the network

Troubleshoot my network
Windows Firewall state:

Incoming connections

Active home o work (prnvate) networks
Naotfication state:

See abo

Action Center

Network and Shaing Center

l @ rublic networks

On

Block all connections to programs that are nct
on the bt of sowed programs

g BlackBear

Netity ma when Windows Firewall blecks # new
program

Not Cannected (¥

Passo 4
A janela "Programas permitidos" abrira.

v'ﬂ <« Windows Firewall » Allowed Programs

v I 4y | | Search Control Panel Pl

File' Edit View Tools Help

What are the risks of allowing a program to communicate?

Allow programs to communicate through Windows Firewall
Te add, change, or remove allowed programs and ports, click Change settings.

\'7‘;:‘ Change settings i

Nt
Allowed programs and features:

Name

M| BranchCache - Content Retrieval (Uses HTTP)
[OBranchCache - Hosted Cache Client (Uses HTTPS)
[BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WSD)

[ Connect to a Network Projector

Core Networking

[ Distributed Transaction Coordinator

M File and Printer Sharing

HomeGroup

[Ji5CSI Service

[JKey Management Service

| [OMedia Center Extenders

Home/Work (Private)  Public *

D00 OROO0Om
O0Oo00DoorO0O00)sE

-

[ Details... ][ Remove |

[ Allew another program... ]

[ ok ][ Cancel ]
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Os programas e servi¢os que o Firewall do Windows néo esta bloqueando serao listados com uma marca de

verificacao.

Vocé pode adicionar aplicativos a esta lista. Isso pode ser necessario se o seu cliente tem um aplicativo que
requer comunicacfes externas, mas por alguns motivos o Firewall do Windows ndo pode executar a
configuracdo automaticamente. Vocé deve estar conectado ao computador como administrador para concluir

este procedimento.

Clique em Quais séo os riscos de permitir que um programa se comunique?.

A janela "Ajuda e Suporte do Windows" abrira.

@ Windows Help and Support

N

o e |

« W &% Ask options ~

)

What are the risks of allowing programs through a firewall?

When you add a program to the list of allowed programs in a firewall, or when you open a firewall
port, you allow a particular program to send information to or from your computer through the
firewall. Allowing a program to communicate through a firewall (sometimes called unblocking) is like
punching a hole in the firewall.

Each time you open a pert or allow 2 program to communicate through a firewall, your computer
becomes a bit less secure, The mere allowed programs or open ports your firewall has, the more
opportunities there are for hackers or malicious software to use one of those cpenings to spread a
worm, access your files, or use your computer to spread malicious software to others.

It's generally safer to add a program to the list of allowed pregrams than to open a port. If you open
a port, it stays cpen until you close it, whether or not a program is using it. If you add a program to
the list of allowed programs, the "hole" is cpen only when needed for 2 particular communication.

To help decrease your security risk:

e Only allow a pregram or open a port when you really need to, and remove pregrams from the
list of allowed programs or close ports that you ne longer need.

o Never allow a program that you don't recegnize to communicate through the firewall,

Lig More support options
1M Offline Help »

Criar muitas excec¢des em seus programas e servigcos pode ocasionar consequéncias negativas. Descreva

uma consequéncia negativa de ter muitas excecoes.

Fechea janela de Ajuda e Suporte do Windows.
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Passo 5

Do computador 1:
Clique na janela "programas permitidos" para que ela seja a janela ativa.

GMJ.‘O« Winores Firewall b Alicrved Progrems o) by
Fle Edt  Vien Tecls Melp
Allow programs 10 communicate through Windows Firewall

T add. change, or remove sllowed prograny: and ports, dick Change sethings

g

Allgwed programs and festures
eyl

Merme Home/Work (Private]  Public *

[ BranchCache - Content Retneved (Vzes HTTP ] (8]

[ BranchCache - Mosted Cache Chent (Uses HTTPS) =] o =

[ BranchCache - Hosted Cache Server (Uses HTTPS) (m) (]

O BranchCache - Peer Oiscovery (Uses WiD) (m )

O Connect te a Network Peejecter (] O

4 Com Natworng 1)
Watributed Tremzaction Cocrdingtor O ]

& File i Prinkes SO 0|

M HemeGroug 5]

[ iSCS Servace W] O

[ Key Management Service (m] ]

[ Media Centes Ezenden O |2 P -

Duteds..,

salow anothes program.,

Para desativar uma excecao, remova a marca de selecado em Compartilhamento de Arquivo e Impressora >

OK.
Do computador 2:

Abra a "Rede" conecte-se ao computador 1.

Cligue em Iniciar > Painel de Controle > Central de Rede e Compartilhamento > icone da Rede.
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QQ € » Network »

~

4 Computer (5)

[a=](=]
v I >4 ] l Search Network pe ‘
File© Edit View Tools Help
Organize v Network and Sharing Center Add a printer > s~ [ @

C

(v) See details
A

N

Windows cannot access \\JOHN-PC

Check the spelling of the name. Otherwise, there might be a problem with your network. Te
Gﬁ try to identify and resolve netwerk problems, click Diagnose.

= Libraries
|'5] Documents s ! [ s ! [ s >’. [ s ! [ s ! [
.J7 Music = e e L e
& Pictures BROOKS-1  COMPUTE  JOHN-PC = NPRB2FIS  SHAWNA-L
—— Al1247F R2 APTOP
B videos
4 Media Devices (2)
«& Homegroup l W) 'i @’)
l 2] 2,
M Coitey =| BROOKS-1 MACBOOK
&, Local Disk (C:) A11247F:  -PRO:John:
R cable Dicl (£ Brooks:
| Network Error

[ Diagnose ][ Cancel

Vocé consegue se conectar ao computador 1?

Do computador 1:

Para ativar uma excec¢éo adicione uma marca de verificacdo em Compartilhamento de Arquivo e Impressora

> OK.

Do computador 2:

Atualize a tela e conecte-se ao computador 1.
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M ) Network » JOHN-PC » v [ 3 ||[ Search JoHN-FC

File' Edit View Tools Help

*‘/ 3 items

Organize v Netwerk and Sharing Center View remote printers o | O
»~
P Cisco
(=l Libraries - bl chare b
Documents 2 =
J? Music I y
&) Pictures g _\? Shared Printer
i Videos ‘ 2
| XP Folder
) 5 Share
) Homegroup e
1% Computer b

Vocé consegue se conectar ao computador 1?

Faca logoff no computador 2. Use o computador 1 para o resto do laboratoério.

Passo 6

Clique em Iniciar > Painel de Controle > Ferramentas Administrativas > Firewall do Windows com Seguranca
Avancada > Regras de Entrada.

<44B

")
z
3

N
R X

|- 8

-

I Prope.

B Hep

FHe Action \ew Help
s 70 R
B Windows Firewal with Advanced |
= gm:‘::" i Name Group = Prehile  Enebied  Achom
B Connection Secunty fisles © Core Networiing - Tame Exceeded (CVPE-1n) Core Netwarkng a Ves Allow
B Meevtaring @ Distritined T ten Ceernd RPC) Dutributed Trasdaction Coe.  Demain  Ne Alew
| @ Distributed Tranzaction Coordinator (RPC) Datnbuted Transaction (oo, Privere. Mo alow
| .E\mbuud Tonsacten Ceerdinnor (RPC.EPMAT)  Datnbuted Tisactice Cee..  Domain No Allow
| @ Distnbuted Transacton Coordinator (IPC-[PMAZ)  Ditrbuted Trneaction Cco..  Prvate..  Ho Mlow
@ Dutributes Tansacien Ceerd TCPI) Distsibuted Trasaaction Cee..  Domain  Ne Alow
.D-nnbutd Transecton Loordingtar (TCP-) Dstrbuted Trmsaction (e Private..  No Allgr
Fidee and Portier Shating (Eehn Regues? - KM Iy Aler
i @ File and Printer Shanng (Echo Reguest - KKMPw-In) | No Alow
| @ File and Printer Sharing Echo Regueit - KKMP-In) No Hiow
| € File and Printee Sharing (Fchn Reguest - KMPA-In| Ves Apw
@ Fite and Printer Shaning (Echo Regueit - IMP-in) No Alow
@ File nd Prioter Sharing (Eche Regoet - KMP&-In) | Ne Niow
© File 2and Printer Shaning (LLMNR-UDPIn) [ Ne 2low
€ File and Printer Sharing (LLMNR-UDS I [ Yo Nlow
@ Fiie and Printer Sharing 1NE-Datagram n; ‘ No iow
@ file and Printer Sharing (1E-Datagram-in No Ao
€ File and Printer Sharing (NE-Datageam-in) Fde and Pvntes Shanng Prvate  VYes Ao
@ File andd Printee Sharing (18- Nerma-ini Flw and Proker Sharing Puble M= Wlere
LI Y Te—— Vil m d
" Opens the properties dalog Bce for the cument sslection,

I
-
2
e 3, i
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Expanda a janela para que vocé possa ver o nome completo das regras de entrada. Localize
Compartilhamento de Arquivo e Impressora (Echo Request - ICMPv4-In).

Botéo direito do mouse sobre a regra e selecione Propriedades > guia Avancado > Personalizar.

Specify profiles to which this rule applies.
—

a [] Domain

[

[¥] Private
[ Public

Interface types

‘f Speciy the interface types to which this Cuiskamize«
4 mle applies.

File and Printer Sharing (Echo Request - ICMPv4-In) Properties @

% General I Programs and Services I Computers

| Protocols and Ports [ Scope [ Advanced \ Users
Profiles

g
-
== This rule applies to connections on the following interface types

E
i
@ Allinterface types

) These interface types:

Leam more

Edge travs Customize Interface Types @

[ OK %J l Cancel

[ OK ][ Cancel J

A guia Avancado exibe o(s) perfil(s) utilizado(s) pelo computador e a janela "personalizar tipos de interface"

exibe as diferentes conexdes configuradas para o seu computador.

Clique em OK.

Cligue em Programas e guia Servicos.

A janela "Personalizar Configuracdes de Servigo" sera aberta.
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File and Printer Sharing (Echo Request - [CMPyv4-In) Properties l—z’ﬂ
Protocols and Ports l Scope I Advanced I Users
General ’ Programs and Services i Computers
Programs
Ii i| @ nroarams that meet the
Services
Y Specy the services to which this rule Settings...
-~ applies.
=
Customize Service Settings
Apply this rule as follows:
@
Name Short Name =
S ActiveX Installer {AxinstSV) AxlnstSV B
£, Adaptive Brightness SensrSve
S Ppplication Experience AelookupSve
¢, Application |dentity ApplDSve
%, Application Information Appinfo
S Application Layer Gateway Service ALG
S, Application Management AppMamt
S Background Intelligent Transfer Service BITS
<. Base Filtering Enaine BFE 1S

Leam more about these settings

No espacgo abaixo, liste 0 nome de quatro servigos que estédo disponiveis.

Clique em Cancelar.

Passo 7

Existem muitas aplicacdes que os usuarios nao véem normalmente que também precisa passar pelo Firewall
do Windows para acessar seu computador. Estes sdo comandos de nivel de rede que direcionam trafego na

rede e na internet.

Clique na guia Protocolos e Portas. Para as configuragbes de ICMP, clique no botdo Personalizar. Vocé vai
ver o menu onde as excec¢fes do ICMP séo configuradas.
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-

Apply this rule to the following Intemet Control Message Protocol {ICMP)
connections:

This ICMP type:
Type: i Code: Aty

Leam more about ICMP sattings

Customize [CMP Settings

Neste exemplo, permitir que as solicitagdes de echo de entrada € o que possibilita que os usuarios da rede
realizem o ping em seu computador para determinar se ele esta presente na rede. Ele permite também que

vocé veja 0 qudo rapido a informacao viaja para o seu computador.

No espaco abaixo, liste os tipos especificos de ICMP.

Feche todas as janelas.
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