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10.3.1.9 Lab - Configurando o Firewall do Windows Vista
Imprima e preencha este laboratério.
Neste laboratério, vocé ird explorar o Firewall do Windows Vista e definir algumas configuracdes avancadas.

Equipamentos Recomendados
e Dois computadores diretamente conectados ou através de um hub ou switch
e Windows Vista instalado em ambos os computadores
e Os Computadores estdo no mesmo grupo de trabalho e compartilham a mesma mascara de sub-rede

Passo 1
Para o computador 1, botdo direito do mouse na area de trabalho, selecione Novo > Pasta.
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Nomeie a pasta para Cisco.

Botéo direito do mouse sobre a pasta Cisco e selecione Compartilhar > Continuar.

A janela "Compartilhamento Avancado" sera aberta.
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Compartilhe a pasta e use o nome padréo Cisco.

Do computador 2 Clique em Iniciar > Painel de Controle > Central de Rede e Compartilhamento > icone
Network (icone com o nome da rede que esta conectado).
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Clique duas vezes em computador 1.

Vocé pode ver a pasta compartilhada Cisco?

Nota: Se vocé respondeu ndo, solicite ajuda ao instrutor.

Feche a janela Rede.
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Nota: Use o computador 1 para o resto do laboratério, a menos que seja solicitado pelo instrutor.

Passo 2
Navegue para o Firewall do Windows Vista.

=

-
¥ Windoas Securtty Center

F Windows Update Security essentials
Windows Firewall To help protect your computer, make sure the four security essentials below are marked On or

» oK
erws Oefender Uzng Windoya Secunty Center g

B nternet Options "
Firewall One &

* Gt the latent securiny and

virus indoemetion online from
Microsolt Note: Twe of more feewalls running at the same tima can condlict with sach cther,
Haw does 2 feewall halp protect my computer?

& Vindows Firewall is actively protecting your computer,

Change the way Secunty
Lerier alerty me

Automatic updating One »
Malware protection Checksettings @ '«
Other security settings 0K »

See abo

Hackuy and Restore

Cligue em Iniciar > Painel de Controle > Central de Segurancga.

O indicador de Firewall mostra o status do firewall. A configuragdo normal é "Ativado".

Acesse o Firewall do Windows clicando em Firewall no lado direito da janela.

Passo 3
A janela "Firewall do Windows" é aberta.
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Cligue em Alterar configuragdes > Continuar.

A janela "Configuracdes do Firewall do Windows" abrira.

General |Exceptions | Advanced |

\/ J Windows Firewall is helping to protect your computer
N,

\Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network,

@ @ On (recommended)

This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab,

[7] Block all incoming connections

Select this option when you connect to less secure networks, All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

@ ) Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

Lo [ concd J[ sooty |
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No espaco abaixo, anote porque ndo é aconselhavel desligar o Firewall do Windows.

Passo 4

Na janela Configuracdes do Firewall do Windows, selecione a guia Excec¢des.

i

v & Windows Firewall Settings

Eﬂle"_au Exceptions [Advanced’

Es

What are the risks of unblocking a

program?

To enable an exception, select its check box:

Exceptions control how programs communicate through Windows Firewall, Add a
program or port exception to allow communications through the firewall,

Windows Firewall is currently using settings for the public network location,

Program or port
[IBITS Peercaching

Core Networking

File and Printer Sharing
[JiscsI Service

[OMedia Center Extenders
Metwark Discovery
[JPerformance Logs and Alerts
[JRemote Administration
[JRemote Assistance
[JRemote Desktop

[JConnect to a Metwork Projector

[JDistributed Transaction Coordinator

CINAmabs Ecand |an Mansanmand

>

m

| Add program...

[ Add port... H Properties ] Delete

[ Motify me when Windows Firewall blocks a new program

b0k

]l Cancel H

Apply |

"

Os programas e servicos que o Firewall do Windows néo esta bloqueando seréo listados com uma marca de
selecéo.

Vocé pode adicionar aplicativos a esta lista. Isso pode ser necessario se o seu cliente tem um aplicativo que
requer comunicacgdes externas, mas por alguns motivos o Firewall do Windows nédo pode executar a

configuracao automaticamente. Vocé deve estar conectado ao computador como administrador para concluir
este procedimento.

Clique em Quais séo os riscos de desbloquear um programa?.

A tela"Janela de Ajuda e Suporte" abrira.
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F :
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Ask Options ~

Search Help pel

What are the risks of allowing programs through a firewall?

When you create an exception or open a port in a firewall, you allow a particular program to
send information to or from your computer through the firewall. Allowing a pregram to
communicate through a firewall (sometimes called unblocking) is like opening a tiny door in
the firewall,

Each time you create an exception or open a port for a pregram to communicate threugh a
firewall, your computer becomes a bit less secure, The more exceptions or open ports your
firewall has, the more cpportunities there are for hackers or malicious software to use cne of
those openings to spread a worm, access your files, or use your computer to spread malicious
software to others.

It's generally safer to create a pregram exception than to cpen a port. If you open a port, it
stays open until you clese it, whether or not a pregram is using it. If you create an exception,
the "doer” is open enly when needed for a particular communication.

To help decrease your security risk:

e Only create an exception or open a port when you really need to, and remove exceptions
or close ports that you no longer need,

e Never create an exception or open a port for a program that you do not recognize.

¥ Ask someone or expand your search

)

i! Offline Help ¥

Criar muitas exce¢fes em seus programas e servi¢cos pode ocasionar consequéncias negativas. Descreva
uma consequéncia negativa para ter muitas excecoes.

Feche a janela de Ajuda e Suporte do Windows.

Passo 5
Do computador 1:
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Exceptions | Advanced

Exceptions control how programs communicate through \Windows Firewall. Add a
program or port exception to allow communications through the firewall.

\Windows Firewall is currently using settings for the private network location,
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or port =
[JBITS Peercaching

[ Connect to a Netwark Projector

Core Networking b

[Oistributed Transaction Coordinator

W FieandPrinterSharing |l
[iscsI service

[OMedia Center Extenders

MNetwark Discavery

[Orerformance Logs and Alerts

[JRemote Administration

Remote Assistance

[JRemote Desktop

Mn bm Siimimb | mm Wi +

| Addprogram... | [ Addport.. || Properties || Dot

Notify me when Windows Firewall blocks a new program

o) (o ] oo ]

Para desativar uma excecao, remova a marca de selecado em Compartilhamento de Arquivo e Impressora >

OK.

Do computador 2:

m
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File Ede View Tools Hep

Soonke bl Neme Category Workgroup  Network Io.,

[ Decuments " |: 2 | T

‘ < CORMEISTER JOHN-DESKTOP
Ctores

B Music —

B Recently Changsd *' JOHN-LAPTOP *’ JCHN-PC

E) Searches
N MPI2B2FI

M Public *" JOHN-ULTIMATE

Windows cannct access \\JOHN-ULTIMATE

Check the spelling of the name. Otherwise, there might be 2 problem with your netwerk. To
try te idantdy and resclve network problams, click Diagncse

(w| Seedetais

| Diagnose | |  Cencel

)

Folders ~

JOHN-IATIMATE megures Computer

. ‘l Warsgoup WORKGROUP
Metwork locstion: Network
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Clique em Iniciar > Painel de Controle > Central de Rede e Compartilhamento > icone Network (icone com o
nome da rede que vocé esta conectado) e conectar ao computador 1.

Vocé consegue se conectar ao computador 1?

Do computador 1:
Para ativar uma excec¢éo adicione uma marca de verificacdo em Compartilhamento de Arquivo e Impressora
> OK.

Do computador 2:
Atualize a tela e conecte-se ao computador 1.

== ]
@'kali » Network » JOHN-ULTIMATE » - [ 43| search o
File Edit View Tools Help
‘. 6rganize v Views I;%%"Networkand-s_‘haﬁngCeﬁter
Name’ Type Comments

E[ Documents ’ | Cisco -~ A Example
B Pictures - % -
m Music J /'
41 Recently Changed Q) Slsers g/ Rantets
EE;‘ Searches

) Public

Folders A

I . 4items

Vocé consegue se conectar ao computador 1?

Faca logoff no computador 2. Use o computador 1 para o resto do laboratério.

Passo 6

Clique em Iniciar > Painel de Controle > Ferramentas Administrativas > Firewall do Windows com Seguranca
Avangada > Continuar > Regras de Entrada.
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Expanda a janela para que vocé possa ver o nome completo das regras de entrada. Localize
Compartilhamento de Arquivo e Impressora (Echo Request - ICMPv4-In).

Botéo direito do mouse sobre a regra e selecione Propriedades > guia Avangado > Personalizar. A guia
Avancado exibe o(s) perfil(s) utilizado(s) pelo computador e a janela "personalizar Tipos de Interface " exibe
as diferentes conexdes configuradas para o seu computador.

2

File and Printer Sharing (Echo Request - ICMPv4-In) Properties &3

General l Programs and Services |
Users and Computers | Protocols and Pots | Scope | Advanced
Profiles
| © Alprofies
= @ These profiles:
[] Domain
Private
[E7] Public
Interface types
T Specfy the interface types to which this :
| rule applies.

(W)

This rule applies to connections on the following interface types. he Intemet
hnslation

@ Alinterface types
() These interface types:

[F] Local area nstwork

:]\ ooy |

Clique em OK.
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Clique em Programas e na guia Servicos.

A janela "Personalizar Configuracdes de Servi¢co" sera aberta.

File and Printer Sharing (Echo Request - [ICMPv4-In) Properties IEI

Users and Computers I Protocols and Ports l Scope l Advanced [
General 1 Programs and Services

Programs

[Eh

Services
5= Specify the services to which this rule
~g¥. applies.
Customize Service Settings

Apply this rule as follows:

Name Short Name el
¢ Application Experence AeLookupSve -
S Application Information Appinfo

& Application Layer Gateway Service ALG

£, Application Management AppMgmt

S, Backaround Intelligent Transfer Service BITS

4, Base Filtering Engine BFE

%, Block Level Backup Engine Service whengine

L, Certfficate Propagation CertPropSve

54 CNG Kev Isolation Kevlso =

Leam more about these settings

No espaco abaixo, liste 0 nome de quatro servigos que estédo disponiveis.

Clique em Cancelar.
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Passo 7

Existem muitas aplicacdes que os usuarios nao véem normalmente que também precisam passar pelo
Firewall do Windows para acessar seu computador. Estes sdo comandos de nivel de rede que direcionam

trafego na rede e na internet.

Clique na guia Protocolos e Portas. Para as configuracfes de ICMP, clique no botdo Personalizar. Vocé vai
ver o0 menu onde as excec¢fes do ICMP séo configuradas.

Customize ICMP Settings ==

Apply this rule to the following Intemet Control Message Protocol (ICMP)
connections:

This ICMP type:

(%)
o
Q
a

Type:

Leam more about ICMP settings

Neste exemplo, permitir que as solicitacdes de echo de entrada € o que possibilita que os usuarios da rede
realizem o ping em seu computador para determinar se ele esta presente na rede. Ele permite também que
vocé veja o0 quéo rapido a informacéo viaja para o seu computador.

No espaco abaixo, liste os pedidos de informac¢éo que o computador ir4 responder.

Feche todas as janelas.
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