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IT Essentials 5.0

5.3.5.2 Lab - Area de Trabalho Remota e Assisténcia Remota no Windows 7

Introducéo
Imprima e preencha este laboratério.

Neste laborat6rio, vocé ira se conectar remotamente a um computador, examinar drivers de dispositivos e
fornecer assisténcia remota.

Equipamentos Recomendados
Os seguintes equipamentos sdo necessarios para este exercicio:
* Dois computadores com o Windows 7 que estdo diretamente conectados entre si ou através de um hub

ou switch.
* Os dois computadores devem fazer parte do mesmo grupo de trabalho e da mesma sub-rede.

Passo 1

Faca logon no Computador2 como um membro do grupo administrador. Pe¢a ao seu instrutor o nome do
usuario e senha.

Clique em Iniciar > Painel de Controle > Sistema > Configuracdes Remotas.

= — ™
)Syst'eumperties IS’ R — M

| Computer Name | Hardware | Advanced | System Protection | Remote I

Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
) Dont allow connections to this computer

(7) Allow connections from computers running any version of
Remote Desktop {ess secure)

© Allow connections only from computers running Remote
wesktop with Network Level Authentication {more secure)

Help me choose Select Users...

ok J[ Concsl |[ ety |

s

Na "Area de Trabalho Remota”, selecione a op¢ao Permitir conexdes somente de computadores que
estejam executando a Area de Trabalho Remota no Nivel da Rede (mais seguro).
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Se uma mensagem aparecer alertando que o computador esta pronto para Suspender, clique no link
Opcdes de Energia.

This computer is set up to go to sleep or hibemation
when not in use. While the computer sleeps or

To change this setting, go to Power Optionsg in

Control Panel.

A tela "Selecione o plano de energia" aparecera.

G'\_,). & » Control Fanel » Hardware and Sound ¢ Power Optors » £dit Plan Settngs w | &9 i} Searck Contynd Fane »
—_

Change settings for the plan: Balanced

Choose the sieep and display zettings that you want your compoter to use
“ & Tum cff the display [Never -:

® Put the computer to sheegc :'_kv-—'

Change advanced power settng:

Rexture defaulkt settmgs for this plan

i Smmngu[s‘ Cancel

-

Cligue em Alterar configurag@es do plano > selecione Nunca > selecione Nunca > Salvar alteragdes.

p
Remote Desktop l

This computer is set up to go to sleep or hibemation
when not in use. While the computer sleeps or
hibemates, people cannot connect to it remotely.
To change this setting, go to Power Options in

Control Panel.

. A

Clique em OK para fechar a mensagem de alerta.

Em Area de Trabalho Remoto, clique no bot&o Selecionar Usuarios.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page 2 0of 18



IT EssentialsChapter 5Lab

System Properties | 23_|
p
Ramote Dasktup Users 3

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

John_Computer2 already has access,

[ Add... H Remove ]

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

[ ok | [ cancel ]

Help me choose

R

Lok J[ conesl J[ ooy |

Qual usuério ja tem acesso remoto?

Desde que vocé utilize esta conta para ter acesso remoto, vocé ndo precisara adicionar nenhum usuario,
cligue em Cancelar.

Clique em Aplicar > OK para fechar a janela "Propriedades do Sistema”.
; System Properties

[ Computer Name l Hardware | Advanced | System Protection ] Remote |

Remote Assistance
Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify whao can connect, f needed.
() Dont allow connections to this computer

(@) Allow connections from computers running any version of
Remote Desktop {ess secure)

@ Allow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

[ ok ][ ceneal || Aopty!}J
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Clique em Iniciar > Painel de Controle > Firewall do Windows > Ativar ou desativar o Firewall do
Windows.

|

v Cootrol Panel » Systers wmd Secarty » Windows Firewall » Customice Settings I BT )

Customize settings for each type of network
You can modify the frewal settmgs for sach type of netwerk locaton that you e
What are petwonk lacatinng
Harme or work [privats) network locaticn settngs
0 @ Turn on Windows Firewall
Block all incoming conmections, induding those in the list of stowed program:
7| Notity e when Windows Feewall blocks & new pragram

e Turn off Windows Frewal (not recommended)

Publc metwork locstion settings
0 & Tum on Windows Firewall
Black all incoening coneections. induding those in the [t of alowed programs
17| Notity me when Windows Feewall blocks 2 new program

a Tun off Wintows Feewal (nol 1e¢ ded)

Oy usCancel |

Certifigue-se que a opc¢éo Ativar Firewall do Windows est4 selecionada, em seguida clique em OK.

Feche todas as janelas abertas, faga logoff no Computador2 e va até o Computadorl.

Passo 2

Faca logon no Computadorl como administrador ou outro usuario membro do grupo administrador. Peca
ao seu instrutor o nome do usudrio e senha.

Clique em Iniciar > Todos os Programas > Acessoérios > Conex&o de Area de Trabalho Remota.

1 Accessories -

D Calculator
E¥ Command Prompt
@3 Connect to a Network Projector

B Connect to a Projector
=4 Getting Started =
ﬁ Math Input Panel

”jl Notepad
1 Paint

B Remote Desktop Connection !}_\
i3] Run
Q Snipping Tool

L Sound Recorder

Sticky Notes

@ Sync Center

w4 Windows Explorer

=l WordPad

. Ease of Access

. System Tools

. TabletPC -

4 Back

m

| Search programs and files pel |
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A janela "Conex&o da Area de Trabalho Remota" aparecera.

Remote Desktop
»¢ Connection

Computer: Computer2
Username: None specified

You will be asked for credentials when you connect.

(¥ Options [wh“ Help |

Digite Computador2 no campo Computador e clique em Conectar.

No campo "Nome de usuério", digite 0 nome da conta que vocé utiliza para fazer logon no Computador?2.
Por exemplo: John_Computador2.

No campo "Senha", digite a senha do usuario.

Nota: A conta do usuario deve tem uma senha.

Enter your credentials
These credentials will be used to connect to Computer2.

===

Domain:

[T]Remember my credentials

Clique em OK.
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( = ™

| ilil The identity of the remote computer cannot be verified. Do

/ you want to connect anyway?
The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.
Certificate name

=) Name in the certificate from the remote computer:
Computer2

Certificate emors

The following erors were encountered while validating the remote
computer’s cerificate:

! The cerfficate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

~| Dont ask me again for connections to this computer

[ View ceticate... | (ST ) S

"

— = =

Cl

O que aconteceu com a area de trabalho no Computadorl1?

Passo 3

ique em Sim para permitir a conexao.

A partir do Computadorl, clique com o botéo direito do mouse no desktop do Computador2 > Novo >
Pasta.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page
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Nomeie a pasta como Permissdo Remota.

Clique com o botéo direito do mouse na pasta Permissdo Remota > Propriedades > Compartilhamento >
Compartilhamento Avangado > marque a op¢édo Compartilhar esta pasta > mantenha o nome padréo
Permissdo Remota > OK.

Clique na aba Seguranga. Certifique-se que o nome de usuéario do Computadorl esta listado. Caso

contrario, crie e adicione o nome de usuario. Exemplo: Clique em Editar > Adicionar > digite
John_Computadorl > OK.

General | Shawg | Seoaly | Previous Versons | Custonee

Permirtions for Remots Permivuony jin] [ Hemate Ber
>ecurny
Otgact nasre C\Uses\ ot Covgunat D esktop'\Hencle Perr

SIOUD O Uaty naNe
£ Jotes Computent [COMPUTERZUokn Congrien

SYSTEM

ohn_Computes? [COMPUTERZ\ obn_Comprec

. Acmmsvaton |[COMPUTERZAAGawrersdons

Remarte
Permisticos
Porriction

Ful corhiol

Noddy

Read & smecde

List toidey conients

Read

Cliqgue em OK > Fechar.

.
[ Search programs and files Pl |‘="’"""'='Eﬁ] Disconnect L}

Lock
2 EEE

Cligue em Iniciar > clique na seta proxima a logoff > Desconectar.

"3
§ A

e
e~

Passo 4

Faca logon no Computador2.

Clique em Iniciar > Painel de Controle > Sistema > Configuracdes Remotas.
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Fos =

System Properties

| Computer Name l Hardware | Advanced | System Protection] Remote ‘

Remote Assistance

[¥] Allow Remote Assistance connections to this computer

What happens when | enable

Remote Desktop
Click an option, and then specify who can connect, if needed.
() Dont allow connections to this computer

(@) Allow connections from computers running any version of
Remote Desktop ess secure)

@ Allow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Select Users...

[ok ][ cenesl ][ Aot

Perceba que a "Assisténcia Remota" é ativada por padréo.
Clique em Avancado.

A janela "Configuracdes de Assisténcia Remota" sera aberta.

p

Remote Assistance Settings =34

You can set limits for the use of Remote Assistance on this computer.

Remote control

[¥] Allow this computer to be controlled remotely

Invitations

Set the maximum amourt of time invitations can remain open
1 v Hours v

17 Create invitations that can only be used from computers running

v Windows Vista orlater

( OK%_][ Cancel |

Certifique-se de que a op¢ao Permitir que este computador seja controlado remotamente esteja
marcada, defina a instdncia como 1 hora, marque a op¢ao Criar convites que possam ser usados
somente de computadores que estejam executando o Windows Vista ou posterior, em seguida
cligue em OK.

Quando a janela "Propriedades do Sistema" aparecer, clique em Aplicar.
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Passo 5

No Computador2, clique em Iniciar > Todos os Programas > Manutencdo > Assisténcia Remota do
Windows.

@ Default Programs
@ Desktop Gadget Gallery
& Internet Explorer
@& Microsoft Security Essentials
& Windows DVD Maker
&5 Windows Fax and Scan
@ \Vindows Media Center
@ Windows Media Player
&7 Windows Update
-4 XPS Viewer
| Accessories
. Games
. Maintenance
% Backup and Restore
Ty Create a System Repair Disc
@ Help and Support
2L Windows Remote Assistance n
1) Microsoft Windows AIK D}

¥ Deployment Tools Command Prom
:':1 Windows System Image Manager

Back

-

A tela "Deseja pedir ou oferecer ajuda?" aparecera.

™

U L Windows Remote Assistance

preblems on the other persen's computer.

Read our privacy statement online

Do you want to ask for or offer help?

# Invite someone you trust to help you
Your helper can view your screen and share control of your computer.

# Help someone who has invited you
Respend to a request for assistance from another person.

Windows Remote Assistance connects twe computers se that one person can help troublesheot or fix

Cancel

Cligue em Convidar alguém confiavel para ajuda-lo.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page
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A tela "Como vocé deseja convidar seu auxiliar confiavel?" aparecera.

@ L Windows Remote Assistance
How do you want to invite your trusted helper?

You can create an invitation and send it to your helper. You can alsc use Easy Connect to simplify
connections to your helper. How do I know which to choose?

9 Save this invitation as a file [\
You can send this invitation as an attachment if you use web-based e-mail.

#» Use Easy Connect

Use this option if Easy Cennect is alsc available te your helper.

Cancel

Quais métodos podem ser utilizados para contatar alguém para assisténcia?

Cliqgue em Salvar este convite como um arquivo.

Localize a pasta compartilhada Permissdo Remota e nomeie o arquivo de Convide como Computadorl.

£ Save As
@vv' I, » Remote Permissions v | s l | Search Remote Permissions pel ‘
Organize v New folder SR @
*  Name Date modified Type

i Favorites
B Desktop
& Downleads

No items match your search,

%l RecentPlaces |E

= Libraries
=] Documents =
@ Music
k=| Pictures
B videos

- 4 m ™) )

F - Clllnvitation to Computerl -

Save as type: IRI-\ Invitations (*.msrcIncident) v]

4 Hide Folders l Save [}J [ Cancel ‘

Qual a extenséo do arquivo?

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page
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Clique em Salvar.

Quando a janela "Assisténcia Remota do Windows" abrir, anote a senha do convite.

f

e Windows Remote Assistance —|[l=] @

- Chat | Settings |8 Troubleshoot @@ Help

Give your helper the invitation file and password
ZYKIXMWSHSTP

(#) Waiting for incoming connection...

Exemplo: ZYK3XMW5HS7P

Clique em Configuracdes.

i~ =

% Windows Remote Assistance Settings

You can custemize Remote Assistance by changing the settings below.

[V] Use ESC key to stop sharing control
[¥] Save a log of this session

[V] Exchange contact information when using easy connect

Bandwidth usage

Medium

-Turn off background
-Den't allow full window drag

What do these settings mean?

[ OK !k—l l Cancel

Certifique-se de que estd marcada a opcao Usar a tecla ESC para interromper o controle compartilhado.
Defina o Uso da largura de banda como Médio.

Quais recursos sao desativados com o Uso de largura de banda Média?

Clique em OK.
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Passo 6
No Computadorl. clique em Iniciar > Painel de Controle > Central de Rede e Compartilhamento >

Visualizar mapa completo > Clique aqui para ver todos os dispositivos > clique duas vezes em

Computador2.
Se vocé for solicitado a fazer logon, use 0 nome de usuario do Computadorl.
(=Tl

ool seomhtiemorc ]
- 0 @

Organize v Network and Sharing Center Add a printer Add a wireless device &5
-,
¢ Favorites 4 Computer (6) =
B Desktop -
& Downloads 3&/ COMPUTERL
| Recent Places e
=y i / COMPUTER2
4 Libraries L
| Documents , -
& Music Wind%‘Securit_y -— g =
|| Pictures
B Videos Enter Network Password
Enter your password to connect to: COMPUTER2

l John_Computerl
|

«& Homegroup
1% Computer ‘
| l essescee
Domain: COMPUTERL
[7] Remember my credentials

@ Logon failure: unknown user name or bad password.

( OK!}J[ Cancel |

Network location: Network

"! Network

COMPUTER2 Categories: Computer
Workgroup: WORKGROUP

L
Dé um duplo clique na pasta Permissdo Remota.
B =)
I L < COVPUTER: » RemotePemisions = | & | Seorch enoie ermisions 5|
=3 e

Burn New folder

Include in library «

Organize v
g P
i Favorites = L
B Desktop =
8 Downloads P&L
| Recent Places h
= Invitation to
= Libraries Computerl
[ Documents
Y s o
’ 1 item Offline status: Online
-, ! Offline availability: Not available
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Dé um duplo cligue no arquivo de Convite para o Computadorl.

A tela "Assisténcia Remota" aparecera.

Remote Assistance @

Enter the password to connect to the remote
computer

-

You can get this password from the persen requesting
assistance. A Remote Assistance session will start after you
type the password and click OK.

Enter password:

ZYK3XMW5HS7P

[ OK {}J[ Cancel ]

-

-

Digite a senha anotada no Passo 5. Exemplo: ZYK3XMW5HS7P

Clique em OK.

Passo 7

Do Computador2, clique em Sim para permitir acesso ao computador.

=

Windows Remote Assistance @

2

Would you like to allow John_Computerl to
connect to your computer?

After connecting, John_Cemputerl will be able te see

whatever is on your desktop.
[ Yes %J [ No ]

What are the privacy and security concerns?

Selecione a janela "Assisténcia Remota do Windows - Ajudando John_Computerl".

L& Windows Remote Assistance - Being helped b)' John_Computerl [:‘_—" "E
& 5o sharing [ Pause (<) Chat |1 Settings @ Help

@ Your helper can now see your desb?op

Clique em Bate-papo.
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<= Windows Remote Assistance - Being helped by John_Computerl =R
N [l Pause Chat [ Settings @ Help

“*A Remote Assistance invitation has been cpened.
“*A Remote Assistance connection has been established.

Hi Jehn_Computerl, my cptical drive will not werk.

-

@ Your helper can now see your desktop

No campo bate-papo, "Digite Oi John_Computador2, minha unidade ética ndo funciona". Clique em
Enviar.

Passo 8

Do Computadorl, clique no botdo Solicitar controle no menu principal de "Assisténcia Remota do
Windows".

P TIC  W—
—

| Snguent conpes
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Passo 9
Do Computador2, clique em Permitir John_Computerl para responder a solicitagdo de Controle de Conta
de Usuario.
Windows Remote Assistance B3

Would you like to allow John_Computerl to share control of your desktop?

To stop sharing control, in the Remote Assistance dialog box, click Stop sharing or press ESC.

(V| Allow John_Computerl to respend to User Account ’ e ‘r’es%[ | No

Control prompts

are the privacy and security concerns?

Cliqgue em Sim.

Passo 10

Do Computadorl, selecione a janela "Propriedades do Sistema" do Computador2.

_—

Nota: Se a janela Propriedades do Sistema do Computador?2 estiver fechada, vocé precisara abri-la
antes de continuar.

Clique na aba Hardware > Gerenciador de Dispositivos.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page 15 of 18



IT EssentialsChapter 5Lab

Ativar.

Clique no boté@o Parar compartilhamento no menu principal de "Assisténcia Remota do Windows".

Clique no X vermelho para fechar a conexéo de "Assisténcia Remota do Windows".
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Feche todas as janelas abertas e faga logoff no Computadorl.

Passo 11
No Computador2, clique em Gerenciador de Dispositivos, se este estiver ativo.

7

= Device Manager (=] El 23
File Actien View Help
S EEE I L

4 2 Computer2
1M Computer
= Disk drives

B Display adapters

s DVD/CD-ROM drives

. oy HL-DT-ST DVD-RAM GH22MP20 ATA Device

o Floply disk drives

= Floppy drive controllers
U5 Human Interface Devices
g IDE ATA/ATAPI controllers

Z2 Keyboards

©2013C
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Feche a janela do Gerenciador de Dispositivos e da Assisténcia Remota do Windows.
Delete a pasta Permissdo Remota e esvazie a Lixeira.
Selecione a janela Propriedades do Sistema.
Selecione a aba Remoto e marque a op¢do N&o permitir a conexao ao computador > OK.
System Properties (23w
f Computer Name | Hardware | Advanced l System Pmtection‘ Remote I
Remote Assistance
[¥] Allow Remote Assistance connections to this computer
What happens when | enable Remote Assistance?
Remote Desktop
Click an option, and then specify who can connect, f needed.
@ Dont allow connections to this computer
(@) Allow connections from computers running any version of
Remote Desktop Jess secure)
(@) Allow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)
ok ) (oo ) (oo
Faca logoff no Computador2.
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