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IT Essentials 5.0

5.3.5.3 Lab - Area de Trabalho Remota e Assisténcia Remota no Windows
Vista

Introducéo
Imprima e preencha este laboratério.

Neste laborat6rio, vocé ira se conectar remotamente a um computador, examinar drivers de dispositivos e
fornecer assisténcia remota.

Equipamentos Recomendados
Os seguintes equipamentos sd0 necessarios para este exercicio:
* Dois computadores com o Windows Vista que estdo diretamente conectados entre si ou através de um

hub ou switch.
* Os dois computadores devem fazer parte do mesmo grupo de trabalho e da mesma sub-rede.

Passo 1

Faca logon no Computador2 como um membro do grupo administrador. Pe¢a ao seu instrutor o nome de
usuario.

Clique em Iniciar > Painel de Controle > Sistema > Configuracdes Remotas.

System Propesties @
Comoter Hame 1 Hardware l Advanced | System Protection . Famcte

Rarote Assstance

Mte ~SHEIN0S COMATUNS 10 13 CompDtes

Aovenced

ok e s 1,
L 1

Na area "Area de Trabalho Remota", selecione a op¢do Permitir conexdes somente de computadores
gue estejam executando a Area de Trabalho Remota com Autenticacdo no Nivel de Rede (mais seguro).
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P

X Remote Desktop =

! This computer is set up to go to sleep when notin
_!\ use. While the computer sleeps, people cannot
=t to it remotely. To change this setting, go to

Se uma mensagem aparecer alertando que o computador esta pronto para suspender, clique no link

Opcdes de Energia, e, em seguida, altere as definicdes para Nunca > Salvar alteracdes.

Clique em OK para fechar a mensagem de alerta.

o~

. System Properties

Remote Assistance
[¥] Allow Remote Assistance connections to this computer

/

What happens when | enable Remate Assistance

Remote Desktop
Click an option, and then specify who can connect, if needed.

(@) Dont allow connections to this computer

) Allow connections from computers running any version of
Remote Desktop {ess secure)

@ Allow connections only from computers running Remote
Desktop with Network Level Authentication {more secure)

Advanced...

Help me choose Select Users..

X3

l Computer Name [ Hardware l Advanced l System ProtectionJ Remote ’

—T— | —r-— | r“opiy%j

-

Clique em Aplicar na janela "Propriedades do Sistema".

Na area "Area de Trabalho Remota", clique no bot&o Selecionar Usuarios.
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e =

System Properties |-§X—|n
[¢ Remote Desktop Users

The users listed below can connect to this computer, and any members of
the Administrators group can connect even if they are not listed.

John_Computer2 already has access.

[ Add... ][ Remove ]

To create new user accounts or add users to other groups, go to Control
Panel and open User Accounts.

o] [ ]

@ Allow connections only from computers running Remote
Desktop with Network Level Authentication (more secure)

Help me choose Select UsersE

[ ok ][ Concel || oy

Qual usuério ja tem acesso remoto?

Desde que vocé utilize esta conta para ter acesso remoto, vocé ndo precisa adicionar nenhum usuario,
cligue em Cancelar.

Clique em Iniciar > Painel de Controle > Firewall do Windows > Alterar configuracdes.

. & Windows Firewall Settings =S

General | Exceptions Advanced\

[0 Windows Firewall is helping to protect your computer |

\Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

'e) @ On (recommended)
This setting blocks all outside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.
[ Block all incoming connections
Select this option when you connect to less secure networks. All

exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

) Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

[ OK %_][ Cancel Apply
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Certifique-se que a opcao Ativo (Recomendado) esta selecionada, em seguida clique em OK.

Feche a janela do Painel de Controle, a janela do Firewall do Windows e va para Computadorl.

Passo 2

Faca logon no Computadorl como administrador ou outro usuario membro do grupo administrador. Peca
ao seu instrutor o nome de usuério.

Clique em Iniciar > Todos os Programas > Acessorios > Conexdo de Area de Trabalho Remota.

Windows Meeting Space &
E Windows Movie Maker
& Windows Photo Gallery

£ Windows Update

) Accessories
[ Calculator
B8 Command Prompt
@3 Connect to 2 Network Projector
j Notepad
W\ Paint
’-l_. Remote Desktop Connection %
=] Run
@ Snipping Tool
L Sound Recorder
@ Sync Center
o Welcome Center
M Windows Explorer
B! Windows Sidebar |
3 WordPad

. Ease of Access

m

System Tools
.. TabletPC -

A janela "Conex&o da Area de Trabalho Remota" aparecera.

==

Cl. Remote Desktop Connection

Remote Desktop
Connection

Computer; Computer2 v
Username: None specified

You will be asked for credentials when you connect,

Connect w[ Cancel ] [ Help ] [ QOptions >> ]

Digite Computador2 no campo Computador e clique em Conectar.
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No campo "Nome de usuario, digite 0 nome da conta que vocé utiliza para fazer logon no Computador2.

Por exemplo: John_Computador2.
No campo "Senha", digite a senha do usuario.

Nota: A conta do usuario deve tem uma senha.

Windows Security

Enter your credentials
These credentials will be used to connectte Computer2,

l John_Computer2 ’

[ asasuon |

Domain: Computer2

"] Remember my credentials

[ OK m [ Cancel

Cliqgue em OK.

O que aconteceu com a area de trabalho do Computador2?

O que aconteceu com a area de trabalho do Computadorl?

Passo 3

Do Computadorl, clique com o botdo direito do mouse na area de trabalho do Computador2 > Novo >

Pasta > Nomeie a pasta como Permissdo Remota.
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Commputer Name | Hardware | Advanced | Syulem Protecton  Famon

Rumote Sruslprn

7 Alow Remrole Asardancs corrmchorss 10 Bap compum

Adhvanced

Remote

Permission

Aamcte Deghiog
Chek an oplon, and then soecdy who can conmec!, d raeded
Don’t sbow connechons to this computer

Allorn Conrmciions Nom compulens g any ywoon of

Remote Daskiop Pass secige|

@ Alow conmechons anly hom compuders umming Femobes
Deashiop with Network, Levsl Aushentcahon more secure

Sedcl Usens

Clique com o botéo direito do mouse na pasta Permissdo Remota > Compartilhamento >

Compartilhamento Avancgado > selecione a op¢do Compartilhar esta pasta > mantenha o nome padrao

Permissdo Remota > OK.

Permissions for Remote Permission
Security
Object name:  C:\Users\John_Computer2'Desktop\Remote Pem

Group or user names:
? John_Computer1 (COMPUTER2\John_Computer1)
52, SYSTEM
2 John_Computer2 (COMPUTER2\John_Computer2)
52, Administrators (COMPUTER2\Administrators)

Add...
Pemissions Allow Deny

Full control *
Modify 3
Read & execute i
List folder contents

Read =

ontrol and p sions
[ ok [ Cancel |[ Asply |

Cligue na aba Seguranca. Certifique-se que o nome do usuario do Computadorl esta listado no
Computador2. Caso contrario, crie e adicione o0 nome de usuario.

Clique em Ok > Fechar.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page

6 of 20



IT EssentialsChapter

5Lab

Windows Security

Clique em Iniciar > Desconectar.

Passo 4

Faca logon no Computador2.

when you log on again. |

Clique em Iniciar > Painel de Controle > Sistema > Configuracdes Remotas.

System Properties

Remote Assistance

Es

| Computer Name | Hardware | Advanced | System Protection | Remote |

[¥] Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop

[ hvanced

Click an option, and then specify who can connect, if needed.
Dont allow connections to this computer

") Allow connections from computers running any version of
Remote Desktop {less secure)

@ Allow connections only from computers running Remote
Desktop with Network Level Authentication (more secure)

| Select Users... |

OK || Cancel || Apply |

Note que a Assisténcia Remota é ativada por padréo.

Clique em Avancado.

A janela "Configuracdes de Assisténcia Remota" abrird.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page
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Remote Assistance Settings

You can set limits for the use of Remote Assistance on this computer.

Remote control

[¥] Aliow this computer to be controlled remotely

Invitations
Set the maximum amount of time invitations can remain open

1 v LHours v ]

¥ Create invitations that can only be used from computers running
' Windows Vista or later

[ OK%]{ Cancel |

Certifique-se de que a opgao Permitir que este computador seja controlado remotamente esteja
marcada, defina a instancia como 1 hora, marque a opg¢do Criar convites que possam ser usados

somente de computadores que estejam executando o Windows Vista ou posterior, em seguida clique em

OK.

Quando a janela "Propriedades do Sistema" aparecer, clique em Aplicar.

Passo 5

No Computador2, clique em Iniciar > Todos os Programas > Manutencédo > Assisténcia Remota do

Windows.

@ Default Programs 4
& Internet Explorer [
Windows Calendar
[5=] Windows Contacts
&4 Windows Defender

5] Windows Fax and Scan
&3 Windows Live Messenger Download
=) Windows Mail
Windows Media Player
@ Windows Meeting Space
i Windows Movie Maker
Windows Phote Gallery
“] Windows Update

) Accessories

Extras and Upgrades
) Games

m

Maintenance

) Backup and Restore Center

@' Help and Support

% Problem Reports and Solutions

ot Windows Remote Assistance [}
) Microsoft Windows AIK

A tela "Deseja pedir ou receber ajuda?" aparecera.
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(o) 43 Wedows Remote Acustance
Do you want to ask for or offer help?
Windaws Remaote Assistance connects two computers 50 that one person can help troubleshoot
ar fix problems on the ather person's computer
e Invite someone you trust 10 help you
o ¥ you've used Remoke istance before, you can use & prevow
W mratation to get help from the same peror
85 Offer to help someone
Offer Remote Aviistanc e to 4o1rmore or opsn & Rernote Assatance
rvdation
| Conced |
Clique em Convidar alguém confiavel para ajuda-lo.
A janela "Como vocé quer convidar alguém para ajuda-lo?" aparecera.
@ 1 Windows Remote Assistance
How do you want to invite someone to help you?
With Remote Assistance, you can invite someone you trust to connect to your computer and help you with
a computer problem. How does this work?
| | Use e-mail to send an invitation
If your e-mail program is not configured yet,
choosing this option will start the configuration
process,
L. Save this invitation as a file
%H If you use web-based e-mail, choose this option.
Cancel
Quais métodos podem ser utilizados para contatar alguém para assisténcia?
© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page 9 of 20
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Clique em Salvar este convite como arquivo.

A tela "Salve este convite como arquivo" aparecera.

7

il

K3 & Windows Remote Asuatance

Save the invitation as a file

After you save the imdtation file. send £ 10 your helper, efther as an e-mall attachment or
by saving 10 3 Bsk 3 removabie dnve. o a network fokder,

You must gwve this password 1o the person you are iInvtng, edher in person o by phone
Your heiper will use it 10 Connect 10 your computer

Enter a path and hle name

CAUsers\John_Compater2\Desktop\Inwtationmsrcincident | irom.hj

Password (st least & charactersy

Confem the passward

Important: For Remote Asustance to work, it has 1o commerncate through your firewall

How an D1ell f Bampte ASSISEance Can Communicate Throuch my frewad

[ Cancel |

Cligue em Procurar.

Localize a pasta compartilhada Permissdo Remota, e nomeie o arquivo de Convide como Computadorl.

]

L Save s

@vl . » Remote Permission v I ‘7 | I S»eqrrh“ pe) ‘

‘ Organize v ga8 Views ~ [ New Folder

Name Date modif... Type Size
This folder is empty.

T
o

vorite Links

Desktop

e

Recent Places

G

Computer

A

Documents

Pictures

&

Music

More »
Folders A

File name: Invitation to Computerl v

Save as type: | RA Invitations (*.msrclncident) v]

4 Hide Folders [ Save %J [ Cancel ]

Qual a extenséo do arquivo?
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Clique em Salvar.

@ 1 Windows Remote Assistance

Save the invitation as a file

After you save the invitation file, send it to your helper, either as an e-mail attachment or
by saving it to a disk, a removable drive, or a network folder.
Your helper will use it to connect to your computer.

Enter a path and file name:

r2\Desktop\Remote Permission\Invitation to Computerl.msrcincident Browse...

Password (at least 6 characters):

Confirm the password:

Important: For Remote Assistance to work, it has to communicate through your firewall.
How can [ tell if Remote Assistance can communicate through my firewall?

You must give this password to the person you are inviting, either in person or by phone.

Finish

| Cancel J

Quando a tela "Salvar este convite como um arquivo" aparecer, digite a senha HelpMe e confirme-a.

Clique em Concluir.

£ Windows Remote Assistance

Waiting for incoming connection...

9 & 0 @ > @

Cancel. Stop sharing  Pau Settiﬁgs Chat

r=mjzon =}

Quando a tela Esperando por conexao de entrada aparecer clique em Configuragdes.
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Pe -

£ Windows Remote Assistance Settings

[V Use ESC key to stop sharing control

[V save a log of this session

Bandwidth usage
Medium

-Don't allow full window drag
-Turn off background

What do these settings mean?

[ 0K %J ‘ Cancel

Qual tecla dever ser pressionada para parar o controle compartilhado?

Quais recursos sao desativados com o Uso de largura de banda Média?

Cliqgue em OK.
Passo 6

No Computadorl, clique em Iniciar > Rede > clique duas vezes em Computador2.
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Musi 1 - - T
Q iy . ) Connect to Computer?
& Recently Changed S 3
Searches ﬁ ;&
| W2

Favolteinks Name Category Workgroup Network location

E] Documents 3*/ COMPUTER2
B Pictures €3

—_—

-

| Public t
; A
P & Connecting to COMPUTER2
.
A
" User name: € John_Computeri
k Password: ssssses

[F1remember my password

J

[ OK!}J[ Cancel

-
‘\i

Folders ~

COMPUTER2

Categories
Workgroup
Network location

: Computer
: WORKGROUP
: Network 2

m)

Faca logon com a conta de usuario do Computadorl. D& um duplo clique na pasta Permissdo Remota no

Computador2.
f o e |
@v'l <« Remote Permission v | ‘.’ | l Search:

|~ E— |
By Organize v ‘G Views

Favorite biniks Name Date medified Type Size
[E| Documents :
E} Pictures k
p Music Invitation to
[# Recently Changed Computest
More »
Folders ~
) 1 item Offline status: Online
! Offline availability: Not available

Dé um duplo cligue no arquivo de Convite para o Computerl.
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A janela "Assisténcia Remota do Windows" abrira.

o~ -

L. Windows Remote Assistance ==

Type the password to connect to the remote computer

You can get this password from the person requesting
assistance. A Remote Assistance session will start after you type
the password and click OK.

Enter password:

[ oK %J [ Cancel

Digite a senha HelpMe.

Cliqgue em OK.
Passo 7

Do Computador2, clique em Sim para permitir acesso ao computador.

© )

Windows Remote Assistance [F>=|

Would you like to allow John_Computerl to
connect to your computer?

After connecting, John_Computerl will be able to see

whatever is on your desktop.
[ Yes %J [ No ]

What are the privacy and security concerns?

Selecione a janela Assisténcia Remota do Windows - Ajudado por John_Computadorl se esta estiver

ativa.

L Windows Remote Assistance - Being helped by John_Computeri

Connected to your helper
Your helper can now see your desktop.

4 & Il ¢ © » @

Disconnect  “top shanng  Pause Setti‘ngs Chat Se;&file H;Ip

== Fon <=}

Clique em Bate-papo.
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£ Windows Remote Assistance - Being helped by John_Computerl

Connected to your helper
Your helper can now see your desktop.

X &

Disconnect Pause Settings Chat Sendfile H;lp
**A Remote Assistance invitation has been opened.

**A Remote Assistance connection has been established.

Hi John_Computer1, my optical drive will not work.

- | Sendt ‘

No campo bate-papo digite "Oi John_Computadorl, minha unidade 6tica ndo funciona". Clique em
Enviar.

Passo 8

Do Computadorl, clique no botdo Solicitar controle no menu principal de "Assisténcia Remota do
Windows".

Lo Wingowy Famcte Aaatance - Meping Sohn Computerd

2 —er—
~ B . (2]
Dizcanre Taguest comtrol T i serme het  Sendfis el
4 Bemote
far
non ha
e tanish: ovpuder foem | Mateam | Advanoet
b mpite
mone Avtanoe
ampiterl
ol ¢ Bang heiped by Jotw_Compited
Pune Semangn  Chat  Seod file
cuntance inatation has been opened
FHStANCE connecton had Bees ¢ stabished
v2: Hi lohn Computérd, my cpbcad orive will oo
tend

Fymars otecsy

&

i
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Passo 9
Do Computador2, clique em Permitir John_Computerl para responder a solicitacdo de Controle de Conta
de Usuario.
Windows Remote Assistance

Would you like to allow John_Computerl to share control of your desktop?

To stop sharing control, in the Remote Assistance dialog box, click Stop sharing or press ESC.

|| Allow John_Computerl to respond to User Account I W Yes %] I No J
Control prompts

What are the privacy and security concerns?

Cliqgue em Sim.
Passo 10

Do Computadorl, selecione a janela "Propriedades do Sistema" do Computador2.

| = Winggws Femote Aesstance < Melging John, Comgunes] 1) sl
Diccomnust  Scpahesng  FRtoscman Settinge Chet Sendfie  Hals

System Pocpertins

orader Name  Fardawn | Adupnced | Symen Fotecicn | Resae

v
-f‘ Thwe Dwvice Marager iz ol e hahesre sevces rutales
~

Virdows Ubdets Deve Satorgs
hoose whaher % check Vi

panng  Pae  Sem schbasn

A Remate Assrtance imetation has 4 \ndows Lixdate Deer Sethoge
*A Remote Assstance connection hi
terd: H ol putort

puterl has requested fo &

mpater] has been grarted

v Campetert s sharng control

Nota: Se a janela Propriedades do Sistema do Computador?2 estiver fechada, vocé precisara abri-la

antes de continuar.

Cligue na aba Hardware > Gerenciador de Dispositivos.
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|

¥
|4}

l

we Winggw: Femore Aasstynce < Helging John, Comgunes]

Dever Manaze

Windows Updats Dever Scttrgs

=5 Devee Mansger

‘ File  Artien  Yew  Hep

Jance imetabon n‘ '

equetted

i i been grant
amestert is sharng cont
Dby s

B Dinpley aclepre
DVDACO-NOM &rve

Ipdate Dirver Sattware
Enstile I\
L
Urertadl
Scan fo hardware <

A Mew ans cther pointing 4

Properties

Enabies the selected device

Clique com o botéo direito do mouse no drive 6tico que possui uma seta preta para baixo. Selecione

Ativar.

|

¥
|4}

}

- VWimaows Famore Aesstance < Helging kohn, Comgure

Atsaced  Symenw Fotecicr

2 ol e hashewre swx
Deves Maage

Deves Manage

sdows Update Deve Settrgs

Pate | 25 Dewice Mansger
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Clique no botéo Parar compartilhamento no menu principal de "Assisténcia Remota do Windows".

ven Manage

S Witeliws Resoote Rssiciece - Brng heiped by ot _Compited

grarted permi

atert i§ sharing control of the

Clique no botdo Desconectar no menu principal de "Assisténcia Remota do Windows".

Windows Remote Assistance
Are you sure you want to disconnect?

Doing this will disconnect you from the person you are trying
te help. You will ne lenger see or control their desktop.

’ Yes V\[\| ] No [

Clique em Sim.

Feche todas as janelas abertas e faga logoff no Computadorl.
Passo 11

No Computador2, clique em Sim.
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Windows Remote Assistance
Are you sure you want to disconnect?

Doing this will disconnect you from the persen you are trying
te help. You will ne lenger see or control their desktop.

| Yes N ( No l

Clique no Gerenciador de Dispositivos para que ele seja ativado.

e

File

=1 Device Manager

Action View Help

&9 | @ E Hm ®

[E=1 Eol 7

[

4

-z COMPUTER2
53] a Batteries
[#-4& Computer

g Disk drives
& Display adapters

(-t DVD/CD-ROM drives

"ty TEAC DVD+-RW DVW28SLC ATA Device
-5 Floppy disk drives
| \:l:' Floppy drive controllers

[ '.?};3 Human Interface Devices
+-Lg IDE ATA/ATAPI controllers

<= Keyboards

- )% Mice and other pointing devices
(- %F Network adapters

@75 Ports (COM & LPT)

3] D Processors

m

A unidade ética tem uma seta preta?

Feche a janela do Gerenciador de Dispositivos e da Assisténcia Remota do Windows.

Exclua a pasta Permissdo Remota.

Selecione a janela "Propriedades do Sistema". Selecione a op¢do N&o permitir conexdo a este

computador > OK.
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I )

System Properties ==

| Computter Name | Hardware l Advanced I System Protectioni Remote ‘

Remote Assistance

[¥] Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Remote Desktop
Click an option, and then specify who can connect, if needed.
@ Dont allow connections to this computer

(7 Allow connections from computers running any version of
Remote Desktop {less secure)

(=) Allow connections only from computers running Remote
Desktop with Network Level Authertication {more secure)

Help me choose Select Users...

ok ) [t ] o

Faca logoff no Computador2.
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