atfean],
CI1sco. Cisco Networking Academy Mind Wide Open’
A

IT Essentials 5.0
6.8.3.10 Lab - Configurar o Roteador Sem Fio no Windows XP

Introducéo
Imprima e preencha este laboratério.
Neste laboratério, vocé vai configurar e testar as configura¢des sem fio no Linksys E2500.

Equipamentos Recomendados

Um computador com Windows XP
Uma placa de rede sem fio instalada
Uma placa de rede Ethernet instalada
Roteador Wireless Linksys E2500
Cabo de rede Ethernet

Nota: Todas as configuragdes sem fio deste laboratério sdo realizadas com conexdes na frequéncia de 2,4 GHz.
Siga estes mesmos passos para configurar uma conexd@o sem fio de 5 GHz, ou também, para ambas conexdes
simultaneamente, 2,4 GHz e 5 GHz.

Passo 1
Solicite ao instrutor as seguintes informacdes que serdo usadas durante o laboratorio.

Importante: Somente use as configuragdes cedidas pelo instrutor.

Passo 2
Ligue a alimentacdo do roteador sem fio. Inicie 0 computador e faca login como administrador.

Conecte o computador a uma das portas Ethernet do roteador sem fio com um cabo de rede Ethernet.

Passo 3
Abra o prompt de comando.

Digite ipconfig /renew.

Qual é o gateway padrédo do computador?

Passo 4
Abra um navegador. Digite o endereco IP do seu gateway padrdo no campo URL e pressione Enter.

A janela "Connect to" aparecera.
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Connect to 192.168.1.1

The server 192,168.1.1 at Linksys E2500 requires a username
and password,

‘\Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: ’ v I
Password: I scese l
[CJremember my password

I OK %‘H Cancel ]

Digite a senha fornecida pelo instrutor no campo "Password:", em seguida, clique em OK.

Passo 5
A tela de Setup é exibida.
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{= Basic Setup - Windows Internet Explorer @ Q@@

:;: |&] http:[192.168.1.1/ vl (42| x| [29 coca |[2]-
éiIAe” E}ﬂlt View Favorites Tools Help 7 7
x [Bonagt B & )
iy Favarites | 5% @ “uooected Sies v LD Free Hotmail &) Web Slice Gallery v
lrf»éBaSic Setup | & - B - [ é=m v Page~ Safety~ Tools~ @~ 4
[ 2
Network Setup
Router Address IP Address: 92 | [1es | .[1 |.[1 |

Subnet Mask: 2552552550 |||
Router Name : ME2

DHCP Server Setting DHCP Server: (& Enabled O Disabled DHCP Reservation
Start IP Address: 192.168. 1A[25

Maximum Number of
Users: \10—/

IP Address Range: 192.168.1.25t0 34
i nee s T
Client Lease Time: |0 l minutes (0 means one day)
Static DNS 1: o o ]l ] ]
Static DNS 2; o |.lo [.lo |.|o ]
Static DNS 3: o o ]l ] ]
WINS: o o o T ]
Time Settings
Time Zone | (GNT-08:00) Pacific Time (USA & Canada) v !

Automatically adjust clock for daylight saving changes.

Cancel Changes

< ! | >

jlpone [ € Internet ¥ v ®|100% ~

Preencha as seguintes informacdes do "Endereco do Roteador” e da "Configuracdes do Servidor DHCP"
fornecidas pelo instrutor (passo 1): Endereco IP, mascara de sub-rede, Nome do Roteador, Endereco IP

Inicial e Maximo nuimero de usuarios.
Clique em Save Settings.

A Mensagem "Your settings have been successfully saved." sera exibida.
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= http:#/192.168.1.1/apply.cgi - Windows Internet Explorer

p———

(< ISAdD
% (B2 snagit E =

{7 Favorites | 55 @&

Your settings have been successfully saved.

192.168.1.1

File Edit View Favorites Tools

’é http:/{192,168.1.1/apply.cai

Help

v mFree Hotmail & |

8 | p= v Page v Safetyv Toos~ @@~

Continuet

Done

(g € Internet

‘a

+, 100%

-

>»

Cliqgue em Continue.

ApOs a reinicializacéo, vocé pode precisar realizar novamente o login no roteador

Passo 6

Clique na guia Wireless.

Clique na caixa de selecdo Network Mode para as configuracdes sem fio de 5 GHz
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ol l Il I I
c ' sco . Firnvware Version: 1.0.02
Linksys E2500 E2500
Wireless Setup Wireless Security A::'?:ys App(l}iz::::gs & Administration Status
Basic Wireless Settings | Vi rity |
© Manual (©) Wi-Fi Protected Setup™
5 GHz Wireless Settings Network Mode:
Network Name (SSID}:
Channel Width:
Channel:
SSID Broadcast: © Enabled () Disabled
2.4 GHz Wireless Settings Network Mode: Mixed P
Quais tecnologias 802.11 séo suportadas?
Cligue na caixa de selecdo Channel para as configuracdes sem fio de 5 GHz
vl
c ' sco : Firmware Version: 1.0.02
Linksys E2500 E2500
Wireless Setup Wireless Security A;:“e;s Appgﬁ:ﬁgs &  Administration Status
Basic Wireless Settings | Vi ecurity |
@ Manual () Wi-FiProtected Setup™
5 GHz Wireless Settings Network Mode: Mixed v
Network Name (SSID): Cisco55842
Channel Width: Auto (20 MHz or 40 MHz) ¥
Channel:
SSID Broadcast: *.
2.4 GHz Wireless Settings Network Mode: -
48 - 5.240GHz
Network Name (SSID): 149 - 5.745GHz
153 - 5.765GHz
Channel Width: 157 - 5.785GHz ¥
) 161 - 5.805GHz
Channel: uto
Quiais canais estéao listados?
Desative o Modo de Rede de 5 GHz, a menos que seja informado pelo instrutor.
Clique na caixa de selecdo Network Mode para as configuracdes sem fio de 2.4 GHz
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24 G Wireless Settings Viatwark Mode Mxad v

Network Name (S5O
_— ’ Vireiess-2/G Ooly

Channel Wisth | Wirsiess-8 Ony [
|Wiretess-G Only

Channet | Wirelesa N Only
4

SSO Brasdeest UL T

Save Sethngs Cancel Changes

Quais tecnologias 802.11 sdo suportadas?

Selecione Mixed na caixa de sele¢é@o "Network Mode:"

2.4 GHz Wireless Settings

Network Mode: Mixed v
Network Name (SSID): 6130055842

Channel Width: éo MHz Only hd
Channel: Auto v

SSID Broadcast: © Enabled () Disabled

Save Settings Cancel Changes

Qual é o SSID padréo do roteador wireless?

Digite cisco# no campo "Network Name (SSID):", onde # é o nUmero atribuido pelo instrutor.

Clique na caixa de selecdo Channel para as configuracdes sem fio de 2.4 GHz

' '
Channel Width: 1-2.412GHZ x
Channel 2-2.417GHZ
. 3-2.422GHZ
SSID Broadcast: [4-2427GHZ  Lapeq
5-2.432GHZ
i i 6-2.437GHZ
2.4 GHz Wireless Settings Network Mode: 7 -2.442GHZ -
8-2.447GHZ
Network Name (SSID}: 9-2.452GHZ
10 - 2.457GHZ
Channel Width: 11 - 2 462GHZ »
Channel: Auto
SSID Broadcast: © Enabled () Disabled
Save Settings Cancel Changes

Quiais canais estéo listados?

Selecione o nimero do canal que foi fornecido pelo instrutor.

Clique em Save Settings > Continue, em seguida, feche o navegador.
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Passo 7

Desconecte o cabo Ethernet do computador.
Verifique as redes sem fio associadas ao adaptador sem fio configuradas no computador.

Clique em Iniciar > Painel de Controle > Conexdes de Rede> botao direito do mouse no adaptador sem
fio e selecione Exibir Redes sem fio Disponiveis.

)

"= Network Connections

File Edit View Favorites Tools Advanced Help

B=1ES
a
@ Back ~ v\J l? /‘f ) search l{_ Folders v {@ Folder Sync

&,; Network Connections v ‘ Go
B LN or Hioh-Speed Internet

Address

Network Tasks

Wireless Network Connection 2

’E Create a new
connection

% Set up a home or small
office network

@ Change Windows
Firewall settings

M Yiew available wireless

networks

Disable this netwark

device

Repair this connection

\ot connected, Firewalled

Disable

Repair

= : Bridge Connections

Create Shortcut
Delete

Rename this connection Rename

Properties

B &

Change settings of this
connection

E exibida uma lista de redes sem fio disponiveis.
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Network Tasks

% Refresh network ist

<2 Set up a wireless netwark
for a home or small office

Related Tasks

\ J) Learn about wireless
networking

Change the order of
preferred networks

";’v Change advanced
settings

5" Wireless Network Connection 2

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information.

((i))

Cisco2

Unsecured wireless network

Automatic 5:‘?

((i»

BlackBear

s Security-enabled wireless network (WPAZ)

Connect

Qual ou quais redes sem fio estdo disponiveis?

Network Tasks

& Refresh network list

<2 Set up a wireless netwark
for a home or small office

Related Tasks

1) Learn about wireless
networking

Change the order of
preferred networks

qy Change advanced
settings

(5% Wireless Network Connection 2

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information,

(<i>)

BlackBear

i Security-enabled wireless network (WPAZ)
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Escolha cisco#, onde # € o nimero atribuido pelo instrutor, em seguida, clique no botdo Conectar.

A tela “Por favor aguarde enquanto o Windows conecta na rede 'Cisco#” sera exibida.
Wireless Network Connection @
- G

Please wait while Windows connects to the 'Cisco2’ network,

Waiting For the network. ..

{ nnnne ]l Cancel |

7

A janela "Escolha uma rede sem fio" € aberta e mostra que vocé esta conectado a Cisco#.

‘5" Wireless Network Connection 2

Nebwork Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<2 Set up a wireless netwark @) Cisco2 Connected 57
for & home or small office i
Unsecured wireless network ll“l
Related Tasks ((i)) BlackBear
i) Learn about wireless ' Security-enabled wireless network (WPAZ) Il“l

networking

Change the order of
preferred netwarks

¢ Change advanced
settings

Disconnect

Clique em Alterar configuracfes avancadas.

© 2013 Cisco and/or its affiliates. All rights reserved. This document is Cisco Public.Page 9 of 22



IT EssentialsChapter 6 Lab

5" Wireless Network Connection 2 IX]

ko T ek Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<2 Set up a wireless netwark @) Cisco2 Connected 77
for a home or small office i
Unsecured wireless network IIIII
Related Tasks ((i)) BlackBear
i) Learn about wireless ‘i’ Security-enabled wireless network (WPA2) ll“l

networking

$hg Change the order of
preferred networks

"_;'- Change advanced
settings {b

Connect

z

A janela "Propriedades de Conexao de Rede Sem Fio" é aberta.
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-4 Wireless Network Connection 2 Properties @

General | Wireless Networks iﬂ'a,d\,'emcecl‘L

Use Windows to configure my wireless network settings

Avallable networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks ]

Preferred networks:

Automatically connect to available networks in the order listed
below:

_@ Cisco2 [Automatic) Move u

[ Add... ]rHemove ]l Properties

Learn about setting up wireless network
configuration.

[ oK ][ Cancel ]

Cligue na guia Redes sem fio> Cisco# (automatica)> Propriedades.
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Cisco2 properties

Association | Authentication | Connection |

21X

f

Network name [SSID]): | Ciseo:

|

[[] Connect even if this network is not broadcasting
Wireless network key

This network requires a key for the following:

Network Authentication: ]_D_Een

Data encryption: ‘ Disabled

PO0000SS

f00000RS

l oK %_J [ Cancel

Quando a janela "Propriedades de Conexédo de Cisco#" € aberta, desmarque a op¢do Conectar mesmo

gue a rede ndo esteja transmitindo seu nome > OK.
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Cisco2 properties

Association 1 Authentication | Connection |

21X

Network name [SSID): % 15002

[[] Connect even if this network is not broadcasting
Wireless network key

This network requires a key for the following:

Network Authentication: l Open v |
Data encryption: ‘ Disabled I '

PO0000SS

f00000RS

l 0K %J[ Cancel

Quando a mensagem de alerta aparecer, clique em Continuar mesmo assim.

Wireless Network Connection @

'\- You have disabled encryption for the netwark "Cisco2". Information sent

ContinueAnywa{\\Jg[ Cancel ]

over this network is not encrypted and might be visible to other people.

Selecione a guia Conex&o > desmarque a caixa Conectar-se automaticamente quando esta rede estiver

ao alcance > OK.
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Cisco2 properties

' Association | .&ulhentin:,ation‘| Connection ]

Automatic connection

Whenever this hetwork is detected, Windows can connect
to it automatically,

[] Connect when this network is in range

l oK !%_J LCancel l

Quando a mensagem de alerta aparecer, clique em Continuar mesmo assim.

Cligue em OK para fechar a janela "Propriedades da Conexao de rede sem fio".

Passo 8
Abra um navegador. Digite o endereco IP do seu gateway padrao no campo URL e pressione Enter.

A janela "Connect to" aparecera.
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Connect to 192.168.1.1

and password.,
Warning: This server is requesting that your username and

without a secure connection).

The server 192,168.1.1 at Linksys E2500 requires a username

password be sent in an insecure manner (basic authentication

User name: [ [ % VJ

Password: ‘ T

[CIremember my password

I OK %_I[ Cancel J

Digite a senha fornecida pelo instrutor no campo "Password:"

A tela de Setup é exibida.

Navegue até "Basic Wireless Settings". Selecione Disable para a transmisséo broadcast do SSID do

modo de 2.4 GHz.

24 GHz Wireless Settings Network Mode: Mixed -
Network Name (SSID}): Cisco1
Channel Width: 20 MHz Only
Channet: 6-2437GHZ v
SSID Broadcast: ) Enabled @ Disabled

Clique em Save Settings > Continue.

Por que vocé desativaria a transmisséo do SSID?

Verifique as redes sem fio associadas ao adaptador wireless configuradas para o computador.

Cancel Changes

Clique em Iniciar > Painel de Controle > Conexdes de Rede> botao direito do mouse no adaptador sem

fio e selecione Exibir Redes sem fio Disponiveis.

Nota: Pode ser necessario atualizar a lista a cada 30 segundos até que a conexdo a rede Cisco# nao

esteja mais listada.
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Network Tasks

g Refresh network list

<2 Setup a wireless netwark
for a home or small office

Related Tasks

1) Learn about wireless
networking

$hg Change the order of
preferred networks

¢ Change advanced
settings

5" Wireless Network Connection 2

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more

information.

BlackBear

ity-enable

To connect to this network, click Connect. You might need to enter additional
information,

Qual ou quais redes sem fio estdo disponiveis?

Cligue em Iniciar > Painel de Controle> Conexdes de Rede> botéo direito do mouse no adaptador sem

fio> Propriedades> guia Exibir Redes> selecione Cisco# > Propriedades.
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-4 Wireless Network Connection 2 Properties @

' General 1 Wireless Networks EAdvanced

Use Windows to configure my wireless network settings

Avallable networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed
below:

A Cisco2 [On Demand) Move up

[ Add... ] [ Remove ] l Properties {%
Learn about setting up wireless network

configuration.

[ oK ][ Cancel ]

Quando a janela "Propriedades da rede sem fio Cisco#" abrir, selecione a op¢édo Conectar mesmo que
esta rede em néo esteja transmitindo seu nome > OK.

Selecione a guia Conex&o > marque a caixa ao lado de Conectar automaticamente quando esta rede
estiver ao alcance > OK > OK.
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Cisco2 properties

Association [ Authentication | Connection |

Network name [SSID]):

;f:» 02 ‘

Connect even if this network is not broadcasting

Wireless network key

This network requires a key for the following:

Network Authentication: I Open v |

Data encryption: [ Disabled V‘l

PO000OORS ‘

00000 RS ‘

ad hoc| network; wireless

I 0K h || Cancel I

Quando a janela "Conexdes de Rede" abrir, clique em Exibir redes sem fio disponiveis.

BE E]@

*s Network Connections

File Edit View Favorites Tools Advanced Help

(€ T 4\) l? /‘: ) search | Folders v |ﬁ'—2 Folder Sync
t} Metwork Connections v l Go

A LAN or High-Speed Internet

Wireless Network Connection 2 ™ Local Area Connection 4
Jot connected, Firewalled Metwork cable unplugged, Fire. .,

i‘ﬂ Marvell Yukon 88ES001/8003/...

Address

Network Tasks

5| Create anew
connection

# Set up a home or small
office network

@ Change Windows
Firewall settings

) View g

<«

\ Repair this connection

[l GO R =alt ek RTLG1655U Wireless L.

ble wireless

@ Rename this connection

Change settings of this
connection

Pressione atualizar lista de redes até que Cisco# apareca na lista.
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5" Wireless Network Connection 2 @

et ek Choose a wireless network
g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.
<2 Setupa ﬂless netwark @) Cisco2 Connected 77
for a home or small office i
Unsecured wireless network ll“l
Related Tasks ((i)) BlackBear
A Learn about wireless ‘i Security-enabled wireless network (WPAZ) lllll

networking

$hg Change the order of
preferred networks

"_‘{V Change advanced
settings

Connect

Qual ou quais redes sem fio estdo disponiveis?

Passo 9
Conecte-se a cisco#, onde # é o numero atribuido pelo instrutor e faga login no roteador.

Use um navegador para fazer logon no roteador.

Clique na aba Wireless e, em seguida, selecione Wireless Security.
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e sl 8 192!&*.0 -2c K“ de;ek;',';«wN
File Kt View Favortes Tools Mey
% v B) » 2 dm v Piges Seetye Tecke @ Qi B

LA GHE Wweless Sacurity

Securty Mace: Cesatiny
WPAZANPA Woees Yode

WPA Parsongl W
WIRAAVPA Erterprme Moced Mode

WPAZ Exterprine
WPA Erdergrime
Ko

4 | Conatieg \

Linksys EZ500 £2400

Wireless - . PR — e

HI00% o+

Na caixa de selecdo Security Mode, para a "2.4GHz Wireless Security", selecione WPA2 Pessoal.

7

E r W . 1T
e‘. D e 10168 2 ¢ B O X @ Wireless Security . |
Fde Edn View Foyorte Toch Help
B~ E] = & me v Pagev Satetyw Tookw v N N

'}

Sy -

AT

! - = Access  Applestons &
Wireless setup Wouives ity o~ . pa——

Wireeas Securty

Securty Mode Cesanies -
2.4 (M1 Wwolass Secunty
Securty Mode WRAZ Persanal -

MEVED

. "

javascrptte_submit(docoment formsi0])

Frrvems Vwses 0

Linksys E2500 E2500

"

Digite ITEV5.0! em Passphrase e cligue em Save Settings > Continue.
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Passo 10
Verifique as redes sem fio associadas ao adaptador wireless configuradas para o computador.

5% Wireless Network Connection 2 @

Netnare T ot Choose a wireless network

ﬁ Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
information.

;2 Set up a wireless netwark Cisco2

for a home or small office

ﬁ urity-enabled wirel

Ta connect to this network, click Connect. You might need to enter additional

Related Tasks S
information,

i) Learn about wireless

netwaorking
Change the order of BlackBear
preferved netwarks (( i))
g+ Changs advanced ' Security-enabled wireless network (WPAZ) lll“

settings

Escolha cisco#, onde # é o numero atribuido pelo instrutor, em seguida, clique no botdo Conectar.

Wireless Network Connection @

The network 'Cisco2’ requires a network key {also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this network,

Type the key, and then click Connect,

Metwork key: I ssssssee I

Confirm network key: L ssssssee l

[ Cl:mnectL\JS [ Cancel ]

Quando a tela de seguranca aparecer, digite ITEv5.0! para a "Network Key", confirme a senha e, em
seguida, cliqgue em Connect.
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Wireless Network Connection @

Please wait while Windows connects to the 'Cisco2' network.,

Waiting for network to be ready...

(__sesus ]l Cancel I

O "Por favor, aguarde enquanto o Windows se conecta a rede " Cisco #". aparecera na tela.
Quando a tela se fechar, use um browser para acessar o roteador

Se vocé ndo conseguir acessar a Interface Grafica do roteador, contate o instrutor.

Passo 11
Retorne as configuracdes para as seguintes defini¢des, salvo indicagdo contraria por parte do instrutor.

Conecte o computador a uma das portas Ethernet do roteador sem fio com um cabo de rede Ethernet.

Informacdes de Enderecamento do Roteador:

Endereco IP 192.168.1.1
Méscara de sub-rede 255.255.255.0
Nome do roteador Linksys

Informacdes da Configuracédo do Servidor DHCP:

Endereco IP Inicial 192.168.1.100
NUmero méximo de usuérios 50
DNS estatico 1 (opcional) em branco

Informacdes do SSID:
Nome da rede (SSID) Linksys

Transmisséo (Broadcast) SSID Desativado

NUmero do canal:
Channel Auto

Acesso ao Roteador:
Senha do roteador admin

Seguranga Wireless:
Modo de Seguranca Desativar

Feche o navegador e faga logoff no computador.
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