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6.8.3.8 Lab - Configurando um Roteador sem fio no Windows 7

Introducéo
Imprima e preencha este laboratério.

Neste laborat6rio, vocé vai configurar e testar as configuracdes sem fio no Linksys E2500.

Equipamentos Recomendados

Um computador com Windows 7
Uma placa de rede sem fio instalada
Uma placa de rede Ethernet instalada
Roteador Wireless Linksys E2500
Cabo de rede Ethernet

Nota: Todas as configuracdes sem fio deste laboratério sdo realizadas com conex8es na frequéncia de 2,4 GHz.
Siga estes mesmos passos para configurar uma conexao sem fio de 5 GHz, ou também, para ambas conexdes
simultaneamente, 2,4 GHz e 5 GHz.

Passo 1
Solicite ao instrutor as seguintes informacdes que serdo usadas durante o laboratorio.

Importante: Somente use configuracdes cedidas pelo instrutor.

Passo 2
Ligue a alimentacdo do roteador sem fio. Inicie 0 computador e faca login como administrador.

Conecte o computador a uma das portas Ethernet do roteador sem fio com um cabo de rede Ethernet.

Nota: Se esta € a primeira vez que se conecta ao roteador do laboratério, faca o0 seguinte. Siga estas
instrucdes para configurar o local da rede. Isso sera explicado mais tarde no curso.

A janela "Definir Local de Rede" ser4 aberta.
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U ;9; Set Network Location
Select a location for the 'Cisco2’ network
This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.
Home network
[‘ . '?} If all the computers on this network are at your home, and you recognize them,
T this is a trusted home network. Don't choose this for public places such as
coffee shops or airports.
[ ; Work network
g If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports,
Public network
-~ If you den't recognize all the computers on the network (for example, you're in
¥ a coffee shop or airport, or you have mobile broadband), this is a public
[} network and is not trusted.
[ Treat all future networks that I connect to as public, and don't ask me again.
Help me choose
Selecione rede Publica.
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(o -* Set Network Location

The network location is now Public

c Network name: Cisco2

e Location type: Public

To help protect your computer on Public networks,
discovery of other computers and devices on the
network will be limited, and the use of the network by
some programs might be restricted.

View or change settings in Network and Sharing Center

| Close [

Cligue em Fechar para aceitar o local da rede.

Passo 3
Abra o prompt de comando.

Digite ipconfig /renew.

Qual é o gateway padrao do computador?

Passo 4
Abra um navegador. Digite o endereco IP do seu gateway padrao no campo URL e pressione Enter.

n a

=)=
g' | @ hipy192168.. O ~ B ¢ X |[ O 19216811 ] ’ (2 503

A janela "Connect to" aparecera.
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Windows Security |§

The server 192.168.1.1 at Linksys E2500 requires a username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

= |

[} Remember my credentials

[ OK%_H Cancel |

Digite a senha fornecida pelo instrutor no campo "Password:", em seguida, clique em OK.

Passo 5

A tela de Setup é exibida.
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Preencha as seguintes informacdes do "Endereco do Roteador" e da "Configuracdes do Servidor DHCP"
fornecidas pelo instrutor (passo 1): Endereco IP, méascara de sub-rede, Nome do Roteador, Endereco IP

Inicial e Maximo nuimero de usuarios.

Clique em Save Settings.

A mensagem "Your settings have been successfully saved. A system reboot is in progress and may take

7

up to 60 seconds" é exibida.
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Your settings have been successfully saved.
A system reboot is in progress and may take up to 60 seconds.
t.'-—u,‘.
N -
Cligue em Continue.
Ap6s a reinicializagéo, vocé pode precisar logar novamente no roteador
Passo 6
Cligue na guia Wireless.
Cligue na caixa de selecdo Network Mode para as configuracdes sem fio de 5 GHz
vl
c l s c o . Firmware Version: 1.0.02
Linksys E2500 E2500
Wireless Setup Wireless Security A:(;?csys Appéf::::;ss' Administration Status
Basic Wireless Settings | W |
@ Manual (©) Wi-FiProtected Setup™
5 GHz Wireless Settings Network Mode:
Network Name (SSID):
Channel Width:
Channel:
SSID Broadcast: © Enabled () Disabled
24 GHz Wireless Settings | ety ork Mode: Mixed -
Quais tecnologias 802.11 s&o suportadas?
Clique na caixa de selecdo Channel para as configuracdes sem fio de 5 GHz
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CISCO.

Firmware Version: 1.0.02
Linksys E2500 E2500

Wireless . . Access Applications & . .
Setup Wireless Security Policy Camitig Administration Status

Basic Wireless Settings | Vi rity |

Configuration View

@ Manual () Wi-FiProtected Setup™

5 GHz Wireless Settings | ety ork Mode: Mixed v
Network Name (SSID): CiscoS55842
Channel Width: Auto (20 MHz or 40 MHz) ¥
Channel: Auto (DFS) k
SSID Broadcast: 136 - 5.180GHz bled
40 - 5.200GHz
2.4 GHz Wireless Settings Network Mode: 44 - 5220GHz -
4 48 - 5.240GHz
Network Name (SSID): 149 - 5.745GHz
153 - 5.765GHz
Channel Width: 157 - 5.785GHz b4
y 161 - 5.805GHz
Channel: v

Quais canais estao listados?

Desative o Modo de rede de 5 GHz, a menos que seja informado pelo instrutor.

Clique na caixa de selecdo Network Mode para as configuracdes sem fio de 2.4 GHz

24 GHL Wireless Settings Yetwork Mode Moxad v

Network Name (S5E)

|Wreless-B8/G Only |
Channel Wilth | Wirsiess-B Only -
| Wirstess-G Ony
Channet | Wireless N Only
in
|Ona |
SSO Broadcest - u%dec TToIsatled

Quais tecnologias 802.11 séo suportadas?

Selecione Mixed na caixa de sele¢éo "Network Mode:"

24 GHz Wireless Settings Network Mode: Mxed v
Network Name (SSID}: Cisco55842
Channel Width: 20 MHz Only -
Channel: Autoiv
SSID Broadcast: © Enabled () Disabled

Save Settings Cancel Changes

Qual é o SSID padrédo do roteador wireless?
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Digite cisco# no campo "Network Name (SSID):", onde # é o nUmero atribuido pelo instrutor.

Cligue na caixa de selecdo Channel para as configura¢des sem fio de 2.4 GHz

Channel Width: 1-2.412GHZ N
Shanndh 2-2.417GHZ
: 3-2.422GHZ
SSID Broadcast: |4-2.427GHZ abled
5-2.432GHZ
) . 6-2.437GHZ
2.4 GHz Wireless Settings Network Mode: 7-2.442GHZ v
8- 2.447GHZ —
Network Name (SSID): 9-2.452GHZ
o 10 - 2.457GHZ
Channel Width: 11 - 2.482GHZ b
Channel: Auto
SSID Broadcast: @ Enabled () Disabled
Save Settings Cancel Changes

Quais canais estao listados?

Selecione o nimero do canal que foi fornecido pelo instrutor.
Clique em Save Settings > Continue, em seguida, feche o browser.

Passo 7
Desconecte o cabo Ethernet do computador.

Verifique as redes sem fio associadas ao adaptador wireless configuradas para o computador.

Cligue em Iniciar > Painel de Controle > Central de Rede e Compartilhamento > Conectar a uma rede.

= || &'||'%F
(Aot 138 v ContmiPanal » A Cootrol Pael loems & Histisck anet Sraring Center v |4 | p
Cantrol Panei Home " ¢
View your basse network information and set up connections
Manage wreles aetwers |‘\~ x &' Sew full g
Ch adapter settmgs
AR ] sTUDENT! Irdernet
Change advanced shaneg {Tha computes)
wettings
View your active networks Comnect £0 3 etk
You are currenttly not connected to smy networks
Change your networking settings
t. Set UP 3 NEw COMMECEON OF NEbwork
-
Set up o wirelew, Beoadhend dialap, ad hoc, o VPN connectioey or st up & teuber o
aceess point.
B Connect in 4 networs
-\’DLonn«‘. OF reconnect to o wireless, wired, dialup, or VPN network connection.
hoese homegroup and shareg cptons
Access Fles and printers lecated on othes netweek comgutens, o change shanng sestings.
HomeGroup
T routiesnoct probiems
Intemet Optiom -
Diagnose and repak netwerk probl o get trewkieh g wormation
Windows Firesll

E exibida uma lista de redes sem fio disponiveis.
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Not connected 4
[ﬂ ‘ | Connections are available

Wireless Network Connection -~
BlackBear 1".‘“
Cisco2 ol

Open Network and Sharing Center

Qual ou quais redes sem fio estédo disponiveis?

Not connected *2
[ﬂ | | Connections are available

Wireless Network Connection ~
BlackBear 1._1_“
Cisco2 :;ﬁ‘

(@ Information sent over this network might
be visible to others.

V| Connect automatically

Open Network and Sharing Center

Selecione cisco#, onde # é o nimero atribuido pelo instrutor, certifique-se que a opgao 'conectar
automaticamente' esté selecionada e, em seguida, clique no botdo Conectar.

Quando a janela "Definir Local de Rede" abrir, selecione Rede Publica > Fechar.
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Passo 8

Abra um navegador. Digite o endereco IP do seu gateway padrdo no campo URL e pressione Enter.

A janela "Connect to" aparecera.

v Windows Sécurity

The server 192.168.1.254 at Linksys E2500 requires a username and
password.

Warning: This server is requesting that your username and password be

sent in an insecure manner (basic authentication without a secure
connection).

l User name |

[7] Remember my credentials ‘

[ ok {}J[ Cancel |

Digite a senha fornecida pelo instrutor no campo "Password:"

A tela de Setup é exibida.

Navegue até "Basic Wireless Settings". Selecione Disable para a transmisséo broadcast do SSID do

modo de 2.4 GHz.

2.4 GHz Wireless Settings Network Mode: Mixed v
Network Name (SSID}): Cisco1
Channel Width: 20 MHz Only hd
Channel: 6-2437GHZ ~
SSID Broadcast: ) Enabled © Disabled

Save Settings Cancel Changes

Clique em Save Settings > Continue.

Por que vocé desativaria a transmisséo do SSID?

Feche todas as janelas abertas: Central de Rede e Compartilhamento, navegador, prompt de comando,

etc

Verifique as redes sem fio associadas ao adaptador wireless configuradas para o computador.
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Not connected +
dﬂ:‘,] Connections are available

Wireless Network Connection -~
BlackBear ,.ﬂ“
Cther Network r.‘“

Open Network and Sharing Center

Qual ou quais redes sem fio estéo disponiveis?

Cligue em Abrir a Central de Rede e Compartilhamento.

(===
€ S e = = ~ |
) ";.- » Control Panel » All Control Panelltems » Network and Sharing Center v | 45 l | Search Con.,. P |

@ -
Control Panel Home . . . « " F
View your basic network information and set up connections
M. irel twork: 5 ] £ b See full map
anage wireless networks LEA\ I;b % kﬁb
Ch dapter setti {b 70
e Sy STUDENTOL Network Internet
Change advanced sharing (This computer)
settings . ¥
View your active networks Connect or disconnect
[.;, Network Access t)-fpe: . No Internet access
4, Work itk Connections: L_ccal Area
Connection
Change your networking settings 3
‘E- Set up @ new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a
router or access point.
"s. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
'% Choose homegroup and sharing options
S Access files and printers located on other network computers, or change
HomeGroup sharing settings.
Internet Options —
|£1 Troubleshoot problems
Windows Firewall . % i o
Diagnose and repair network problems, or get troubleshooting information.

Quando a janela "Central de Rede e Compartilhamento" abrir, clique em Gerenciar redes sem fio.
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Networks you can view, modify, and reorder (3)

[E=3 HoR *X™)
@U"dﬁﬂ » Control Panel » Network and Internet » Manage Wireless Networks v l&, | | Search Ma... P [
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add Remove Movedown Adapterproperties Profiletypes Network and Sharing Center @

‘ -. Cisco2 Security: Unsecured 77'.; e Ar
Ny

!-. BlackBear Security: WPA2-Personal Type: Any supported
S

!-. FNTC-2011 Security: WPA2-Personal Type: A
< q

;. Cisco2 Profile name: Cisco2 Radio type: Any supported

- Security type: Unsecured Mode: Automatically connect

Quando a janela "Gerenciar redes sem fio" abrir, clique duas vezes em Cisco#, onde # € o niimero que

Ihe foi atribuido.

-

=

Cisco2 Wireless Network Properties @

Connection Securitﬂ

Name: Cisco2
SSID: Cisco2
Network type: Access point
Network availability: Al users

[¥] Connect automatically when this network is in range
["] Connect to a more preferred network if available

[7] Connect even if the network is not broadcasting its name (SSID)

"i’ Copy this network profile to a USB flash drive

[ OK%_][ Cancel I

Selecione a op¢éo Conectar mesmo que a rede ndo esteja transmitindo seu nome (SSID) e clique em

OK.
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Verifique as redes sem fio associadas ao adaptador wireless configuradas para o computador.

Not connected 4

:dﬂ Connections are available

Wireless Network Connection -
BlackBear ,ﬂ“

Cisco2 ﬂ“!

Open Network and Sharing Center

Qual ou quais redes sem fio estdo disponiveis?

Passo 9

Conecte-se a rede cisco#, onde # é o nimero atribuido pelo instrutor, e faca login no roteador.

Use um navegador para fazer logon no roteador.

Clique na aba Wireless e, em seguida, selecione Wireless Security.

e i 8 ey 190048, O~ 26 X || & wretess Secunny
Fle it View Favortes Toos ey
% v E) + 2 om v Piges Saletye Tecks @ Qi |

e,
CISCO

Linksys EZ500

Wireless - Securmy  Neoens  Applostiems R L irano0

Wiretess Pefacy Gamimg

s Tocarty

Securty Made: Cesaind

WPAZAYPA Woces Vode

WPA Parsongl L3
WRALAVPA Erterprme Moced Mode

WPAZ Exterprine
WRA Erdergeime
RADLS

. | Désatied |

£2500

famue

HI00% o+
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Na caixa de selecédo Security Mode, para a "seguranca sem fio de 2,4 GHz", selecione WPA2 Pessoal.

/L

- | 1
G‘_ D nitp 192168 2 v B O X @ Wireless Security
Fie Edi View Foyortm Toch Help
B8~ E) = ° wm v Pagev Sutetyv Yook~ @~ N N

Arcess
Folicy

Wireless Setwp

heriess Socursy

Wireseas Securty

5 (M1 Wiveless Security
Securty Mode Desanies
2AGHI Wwolass Secwnty
Securty Mode WRA2 Persanal

TEVED

Fassphrase

.

javascrptte_submit(docoment formsi0])

frrrewe V

Linksys E2500

Applcations &
Gamung

Asmmistration

Digite ITEV5.0! em Passphrase e clique em Save Settings > Continue.

Passo 10

Verifigue as redes sem fio associadas ao adaptador wireless configuradas para o computador.

Selecione cisco#, onde # é o nimero atribuido pelo instrutor, certifique-se que a opgao 'conectar

automaticamente' esté selecionada e, em seguida, clique no botdo Conectar.

=)

(@ Connect to a Network
Type the network security key

Security key:  ITEV5.0!

[‘_&Hide characters

innect by pushing the

L \ You ¢

) button on the ?T’Iu ter

[ OK ][ CancelJ

Quando a janela "Conectar-se a uma rede" abrir, digite ITEV5.0! em "chave de seguranc¢a” e clique em

OK.

Use um navegador para fazer logon no roteador
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Se vocé ndo conseguir acessar a Interface Grafica do roteador, contate o instrutor.

Passo 11
Retorne as configuracdes para as seguintes definigbes, salvo indicagéo contraria por parte do instrutor.

Conecte o computador a uma das portas Ethernet do roteador sem fio com um cabo de rede Ethernet.

Informacdes de Enderecamento do Roteador:

Endereco IP 192.168.1.1
Méscara de sub-rede 255.255.255.0
Nomedo roteador Linksys

Informacdes da Configuracédo do Servidor DHCP:

Endereco IP Inicial 192.168.1.100
NUmero maximo de usuarios 50
DNS estatico 1 (opcional) em branco

Informacdes do SSID:

Nome da rede (SSID) Linksys

Transmisséo (Broadcast) SSID Desativado
Ndmero do

canal: Channel Auto
Acesso ao

Roteador: Senha do roteador admin

Seguranga Wireless:
Modo de Seguranca Desativar

Feche o navegador e faga logoff no computador.
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